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ABSTRACT: Internet of Things (IoT) smart city security is the focus.In order to prevent assaults that might
hurt individuals and institutions, it is essential to secure these systems. It is not an easy effort to secure the loT
environment.By enhancing infrastructure, transit systems, and public services, smart cities use [oT to improve
the quality of life for their residents.
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INTRODUCTION

The term "Internet of Things" was defined here. We started by reviewing several expert definitions. Second, by
reviewing the relevant literature, we were able to better define our own terms. Given the nebulous nature of the
Internet of Things (IoT) and its widespread use in many contexts, it is important to note that competing
definitions are plausible. To avoid misunderstandings when discussing the benefits and drawbacks of the
Internet of Things (IoT) in this thesis, it is crucial that we have a firm grasp on the definition of the term. The
purpose of our study was to synthesise and graphically represent the benefits of an Internet of Things
implementation in a smart city. Identifying any disparities in value offerings between the various stakeholders
(city governors vs. corporations) was an additional objective.

"A network of internet-connected objects able to collect and exchange data using embedded sensors" is how
Business Insider describes the Internet of Things (IoT). (Inside Business, 2016) (II) According to IBM, the
Internet of Things (IoT) is all about "the creation of a digital twin of physical objects, it transforms the real
physical world into a virtual world, where everything is connected," which centres around the virtualisation of
real-world objects. These formerly inanimate items are now capable of autonomous data transmission via
networks thanks to embedded electronics. (1966, IBM) Among the many benefits of the Internet of Things
(IoT), Forbes highlights the importance of connection. In 2016, according to Forbes, according to Technopedia,
the Internet of Things (IoT) is a concept in computing in which commonplace physical things are linked to the
internet and may be recognised by other devices.

They claim that having ambient intelligence is where the real potential of the IoT resides. (Wikipedia, 2016) The
importance of connection is emphasised by both Forbes and the guardian. "Connecting devices over the internet,
letting them talk to us, applications, and each other" is supposedly the main idea. It was published in 2016.
Internet of Things, according to researchers from Portugal's Polytechnic Institute of Leiria, represents a
paradigm shift. The Internet of Things (IoT) is supposedly an attempt to connect information systems with
actual business activities. Things become smart when the Internet of Things is implemented. Items that have the
capacity to acquire context data and offer information systems with a representation of 'things'. The information
generated by the 10T is obviously their main emphasis.
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LITERATURE REVIEW

Badis Hammi et.al (2017) Smart city projects and efforts are becoming a reality due to the widespread use of
the Internet of Things (IoT). People are increasingly embedding electronic devices and protocol suites into
commonplace objects to enable them to communicate with one another and the Internet. By 2020, smart cities
will have installed 50 billion linked items, according to a new report by Gartner. Their smart cities will be a
reality thanks to these interconnected gadgets. But they will also introduce new privacy concerns and hazards.
They have seen the anticipated advantages and the hazards brought about by the many smart city programs and
projects that have been implemented in the last few years. Smart city and internet of things (IoT) tendencies are
described, both now and in the future. They go on to describe the growth and development of both the Internet
of Things (IoT) and smart cities, as well as their interactions with one another. Lastly, they go over a few of the
Internet of Things' shortcomings and how smart cities can fix them.

Mircea Georgescu et.al (2016) The goal of this chapter is to provide a comprehensive review of smart city
security issues. On one hand, smart cities are becoming increasingly complex environments due to the
astounding heterogeneity, ubiquity, miniaturisation, autonomous, and unpredictable behaviour of objects
interconnected in the Internet of Things. On the other hand, new hacking methods based on sensors and short-
range communication technologies are making existing security analyses obsolete. Various parts of the smart
city infrastructure address specific security concerns, threats, and solutions. For better security design and
management choices, urban management should pay particular attention to privacy and security, network
protocols, identity management, standardisation, trusted architecture, etc. This chapter will serve as a starting
point.

Yasir Mehmood et.al (2017) An innovative cutting-edge technology, the Internet of Things (IoT) promises to
link a multitude of digital devices with various sensor, actuator, and processing capabilities to the Internet,
opening up a host of new services within the framework of a smart city. Smart city projects are taking up
throughout the globe because to the allure of internet of things services and big data analytics. These services
are making a huge impact on urban areas by enhancing transit and infrastructure, decreasing traffic congestion,
managing garbage, and generally making people's lives better. This article presents a taxonomy that aims to
provide a general overview of the Internet of Things paradigm for smart cities, integrated information and
communication technology, different kinds of networks, potential prospects, and basic prerequisites. There is
also a synopsis of the most recent initiatives by standardisation organisations. Following this, we provide a
survey of current open source loT platforms for implementing smart city applications, and then we provide
several case examples to illustrate our points. The most recent global synergies and efforts to advance the
Internet of Things (IoT) within the framework of smart cities are also summarised here. We conclude by
outlining a number of obstacles in an effort to point the way for further study.

Nomusa Dlodlo et.al (2016) With robust human capital, social capital, and information and communication
technology infrastructure, a "smart city" outperforms other established metropolitan areas in terms of
economics, government, people, and quality of life. This innovative method simplifies municipal life, boosts
efficiency, cuts costs, and enhances residents' quality of life. This paper explores the possible uses of smart
cities in various domains, including transportation, tourism, health, ambient-assisted living, community safety,
governance, infrastructure, monitoring, disaster management, environment, home automation, energy, and
refuse collection and sewer management. Implementing these smart cities applications would help cities realise
their long-term goals of providing value-added services via the utilisation of information and communication
technology, including the internet of things (IoT). In addition, as a proof of concept for an application of smart
city infrastructure, the article offers a technological solution for household energy management and comfort.
This demonstration is on how smart applications can handle energy management and comfort in a room with a
diverse set of occupants and electrical appliances, all of which contribute to the space's overall temperature.
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THE WORLD IS SHARPEN BY THE INTERNET OF THINGS
Opportunities

Since the Internet of Things is expected to be the next technological revolution, it is certain that it will have a
great influence on the globe. It will alter the ways in which governments and corporations engage with the
global community, as well as the ways in which individuals live, work, amuse, and travel. In 2015, Business
Insider By 2020, the number of linked devices is predicted to surpass 26 billion, according to Gartner. This
would result in an industry worth one trillion dollars. Due to the multitude of possible venues for loT
implementation, the market is anticipated to be this large. These settings are summarized in Table 1.

Table 1 IoT environments

Internet of Things environments

Manufacturng Ol Gas and Transportaton  Insurance
Mining

Defence Smart Home Agriculture Food services

Ifrastructure ~ Utilities Retail Tourism

Logistics Healthcare Banks Smart Buildings

There are advantages and disadvantages to any setting. The majority of them, nevertheless, have three things in
common. A reduced environmental impact, higher quality of life, or faster economic development are the three
goals that will drive the implementation of the Internet of Things. With regard to the various objectives, Table 2
outlines a few instances of IoT deployment across industries. If you're looking for a comprehensive list, go
elsewhere; this chart is only a visual aid.
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Manufacturing

Oil, Gas and

mining

Transportation

Insurance

Smart Home

Table 2 Applications of IoT

Economic growth

Quality of life

Ecological

footprint

Guaranteed Lifecycle
New products management
service
More accurate
Less pollution by
forecasting of Polluter pays
monitoring
consumption
Self-driving

trucks

Less congestion

Traffic management

Data based Insurance

Insurance where

wanted

Less destruction by

Less soldiers in

More accurate

improved bombing => less
accuracy danger
collateral damage
Moredata on what Matchenergy useto
Security

people need/do

occupancy

Increased
productivity

Bettermatch of
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Food services

Infrastructure

more accurate

forecasts

supply and

demand

Less food
waste

More efficient

Less time wasted

Green energy

Better match between| Guaranteed Less “waste” and
Utilities supply and
demand supply green energy
Better match between| Guaranteed Less “waste”,
supply and improved supply
demand supply chain
“Automated” Augmented TEF
Tourism hotels calculations
reality
8 More efficient supply Less pollutingsupply
Logistics JIT for consumers
chain, JIT chain
Improved toxic and
Moredata for | Health
Healthcare Monitoring hazardous waste
diagnoses, Al
treatment
Reduced cost of | Convenient Reducing physical
operations payment methods | money

Smart Buildings

Reduced cost

Increased facility

service

Less energy waste

Although each of these apps may stand on its own, their combined power is really unparalleled. That is the goal
of a Smart City. A typical city may become a smart city by integrating these apps. Subsequent sections of this
thesis will elaborate on the idea of a "Smart City."
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Traffic Management

The focus on traffic management has been growing in response to the worsening congestion. An integrated
system that controls traffic, parking, emergency services, etc. is crucial. To make traffic management easier, it is
necessary to link the TMS with a digital road map of the city that is enabled by a GIS and to use data analytics.
Thanks to the real-time data provided by the IoT, we are able to significantly improve the management of traffic
flows. Drivers are able to save time and gas and avoid traffic jams thanks to this real-time data, which is linked
with parking management and GIS mapping. According to Cisco (2017) and others Below, three further
possibilities are described in greater depth.

Congestion

Reduced traffic is possible in three ways. Reducing traffic is the most apparent solution. Increasing the capacity
of the infrastructure and roadways would be the second option. Optimising traffic flows is the third objective.
The Internet of Things makes all three of them possible. Nearly eighty-seven percent of all daily journeys in the
US in 2001 were made in private automobiles, according to the US Department of Transportation.
Approximately 38% of all journeys were made by individuals driving alone. According to the US Department of
Transportation in 2001, Thus, a substantial amount of capacity is being wasted as a result of seats that are not in
use. With the help of the Internet of Things, programmers can develop an app that lets users make use of such
empty areas. When coupled with better public transit, this should drastically cut down on traffic. The downtown
area sees heavy vehicular traffic from those seeking parking. Focussing on the 5% of the time that automobiles
are really moving is where most transportation experts put their attention. However, the typical automobile is
parked for the majority of the time. The other ninety-five percent can teach us a lot. (Shoup, 2013) said Donald.
One way the Internet of Things (IoT) can alleviate parking woes is by facilitating a sharing economy. Parking in
the downtown area will be more convenient as a result of the reduced demand for automobiles.

As an ancillary benefit, the Internet of Things may expand the capacity of transportation networks. Thanks to
the Internet of Things, we can track the flows of traffic. This data may be used to construct a more efficient and
effective road network. The same data may be used in real-time to alleviate traffic congestion and redirect
vehicles. The following infographics are examples provided by Cisco that illustrate how this is done. In 2016,
Cisco made a statement.

-
=Sensors, connected to traffic signals, send information to a central server
about the numberof vehicles at a certain traffic signal

r,

-
sinformations system gets real-time data from sensors about traffic signals

Data within some distance of the specific junction
ELELHS A

-
sWhen a thresholdis reached, analytics software send a message to traffic
displays 1km before the signal

g

1

=Cars driving towards signal are asked to divert to anotherroad

=lWhen the numberof vehicles at the signals decreases below threshold,
message flashed on the displays stops urging drivers to drive towards
signal

sInstalling similar systems across the city makes all traffic signals
congestion free

Figure 1 IoT in Congestion management
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Emergency intervention

sAmbulance carrying a critical patient is driving at full speed towards the
haospital

s[nformation system gets real time data from sensors, traffic signals on the
way to hospital and GIS mapping of all roads leading to hospital

4 message /s sent to the ambulance display panel in front of the driver
SN informing him which road to take

ambulan: b

=All signals towards the hospital are asked to be manipulated, allowing the
ambulance to pass through

4 message /s also sent to hospital system urging them to be ready,
including an auto message to the doctor's phone to rush back if he is out

Figure 2 IoT in Emergency Interventions

Terror prevention

Al «Someone places a suspicious bag near a bus stop
criminal

actvity

*CCTV camera records all activities near bus stop

7

-

=All information from CCTV, sensors on the road, criminal database and
information from police command centeris analysed and decisions are being
taken

r

N
*Based on the analysis, a message is send to the police command centre and
the nearest public display asking public to remain away from the site

J

*Police squad is dispatched to site to check bag contents and take necessary
action

F,

=Video of person placing bag is send across the police stations by the
command centre

CECEECL:

Figure 3 IoT in Terror prevention
Lifecycle management

At now, the fact that important data is only accessible at a single point in the lifespan is the biggest roadblock to
efficient lifecycle management. This is because most products have vertical applications, which causes data to
be siloed. At any point throughout the lifespan, this data is not easily accessible to anyone who may be
interested. Nonetheless, product designers and service providers may benefit greatly from this data while
working on new products and services. (Krijitsis, Dimitris, 2010) Typically, a product's lifespan consists of three
stages: the beginning, middle, and end.
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End of

Beginning Middle of
life

of Life Life

Figure 4 Lifecycle management

Embedded information devices (PEID) allow new goods to communicate data at each step of the process. An
Internet of Things (IoT) connection might make this data sharing possible. This can't happen unless certain
things are done. To begin, subsequent steps need data that is accessible. Users at various stages must consent to
data sharing since data is now collected in so-called information silos. Next, there has to be data standardisation.
Data analysis that yields actionable insights requires standardised data. Data is only useful until it has been
appropriately analysed, thus it's crucial that we collect it with a purpose. Insights lack true value if they cannot
be put into practice. Thirdly, we must guarantee that the data that is exchanged is trustworthy. Users run the
danger of committing fraud if they can alter the shared data. The threats section goes into further depth on these
stages. When it comes to concrete, whole-life lifecycle management, the interoperability that the Internet of
Things (IoT) provides is quite useful. The acronym C-L PLM stands for "closed-loop product lifecycle
management," which refers to this approach of managing a product from start to finish. Kirkitsis (2011)

1.3.2.5 Oil & Gas

Additionally, the oil and gas business has a lot to gain from the internet of things. There are three primary areas
that might be enhanced, according to the consultants at Deloitte. Manufacturing, research and development, and
discovery are these. According to them, manufacturing stands to gain the most from an Internet of Things (IoT)
deployment because of how vulnerable it is to equipment breakdowns. According to Slaughter, Bean, Mittal,
and Deloitte (2015)

sThe automation of wells spread across big areas
and the ability to monitor multiple pieces of

Production equipment can lead to huge cost decreases. A

single pump failure can cost up to $300.000 dollar

per day.

sInternet of things and big data analysis can
increase active rig time, while a connected supply
chain can reduce cost inflation and delays in new
projects.

Development

_ = Internet of Things enables us to increase the
Exploration processing speed of existing seismic data and
transform them into surface models.

Figure 5 Oil & Gas implementation example
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CONCLUSION

The study presented in this thesis emphasises the need for security measures in smart cities that are enabled by
the Internet of Things. Smart city solutions rely heavily on the Internet of Things. Due to the fact that needs vary
depending on a number of circumstances, securing the IoT ecosystem is difficult and complicated.
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