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Abstract:-The act of safeguarding digital information from unauthorized access, corruption or theft is called
Data Security. The secured encryption and decryption method gives more security from unauthorized access.
Here we developed a new Encryption and Decryption technique using ATP (Automatic Theorem Proving) and
new antecedent & consequent rules in three variables assigned with conversion systems. As it involves various
degrees of encryptions and decryptions, the security is more and this technique is infeasible to attacks.
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1. Introduction

This paper discusses novel encryption and decryption method using Automatic Theorem Proving and new
sequent rules in two and three variables with connectives. In this method, the difficulty of the technique depends
on number elements in the domain set. The number of elements in the domain set is directly proportional to the
length the block.

T. Surendra et al. [21] proposed cryptosystem developed by ATP and sequent rules assigned by existing
ciphers is very feasible for the attackers even thought it contains various levels of encryptions and decryptions.

T. Surendra et al. [22] proposed cryptosystem developed by ATP and new sequent rules in two variable and
new ciphers is infeasible for the attackers as the sequent rules assigned by new ciphers, which contain alphabets.

We proposed in this paper a novel crypto system using ATP and new developed antecedent and consequent
rules in three variables. Which are treating as encryption and decryption rules. For these developed sequent rules
we assigned various number conversion system such as Binary Number System, Octal number system,
Hexadecimal number system and ASCII Number System for these variables. For two variable sequent rules we
used [22] new developed ciphers such as Tree fence technique, Slash fair cipher, Jelly cipher, Triangular cipher
and Passing key cipher. Since this cryptosystem contain various levels of encryption, decryption, it is very
difficult to the attacker to decrypt the plain text. So security levels are more and for attackers, it is infeasible
[19,23].
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1.1 Description of Automatic Theorem Proving: [2]

To check the validity of a given statement from the set of premises, Automatic Theorem Proving which includes
antecedent rules, consequent rules, sequent, axioms, statements, premises is used. To build each step of
derivation in a specific method without any barrier to any ingenuity and finally arriving at the last step, set of
rules and procedure are followed. In spite of being a mechanical procedure, more than any other previously
available methods, it is an exponential procedure for the verification of the validity of the statement/conclusion.
This system includes the procedures of techniques of derivation like 10 rules, an axiom schema and rules of
well-formed sequent & formulas and is more competent than the previous methods.

1. The capital letters K, L, M.... used as statement variables and statement formulas are considered to be the
variables.

2. The connectives appear in the formulas with the order of precedence as given.

3. String of formulas: A string of formulas is defined as follows:

(@) Any formula is considered a string of formulas

(b) If alpha and beta are strings of formulas, then alpha-beta and beta-alpha are the strings of formulas

(c) Only those strings obtained by steps (a) and (b) are considered strings of formulas, with the exception of the
empty string which is also a string of formulas.

Note: The order in which the formulas appear in a string is not significant and hence, the strings P, Q, R; Q, R,
P; P, R, Q; etc., are the same.

4. Sequent: If alpha and beta are strings of formulas, they are called a sequent in which alpha is denoted
as the antecedent and beta as the consequent of the sequent.

Thus P, Q, R, S, T, U is true if and only if PQRSTU is true. i.e., A sequent is true if and only if either at least
one of the formulas of the antecedent is false or at least one of the formulas of the consequent is true. Hence, the
symbol is a generalization of the connection to strings of formulas. Similarly, the symbol applied to the strings
of formulas is used as a generalization of the symbol. Thus P=Q means “P implies Q” or is a tautology which
means that is true. Ex: X, Y, Z=5X, N

The empty antecedent is described as the logical constant “true” (T) and the empty consequent is described as
the logical constant “false” (F).

5. Axiom Schema: If alpha and beta are strings of formulas such that every formula in both alpha and beta
is a variable only, then the sequent is an axiom if and only if alpha and beta have at least one variable in
common.

Ex: M, N, O=5X, N, Y is an axiom, where M, N, O, X&Y are variables

6. Theorem: The following sequents are theorems of our system
€)] Every axiom is a theorem.
(b) If a sequent alpha is a theorem and a sequent beta result from alpha through the use of one of the above

rules of the system, then beta is a theorem.
(© Sequents obtained by (a) and (b) are the only theorems.
1.2 Rules:

1.2.1 Rules for two variables : [21, 22]

To combine formulas within strings we used following set of connectives {@,0,®,©,0}. Corresponding to each
of these connectives there are two rules, one for the introduction of the connective in the antecedent and the
other for its introduction in the consequent. The strings of formulas while P and Q are formulas to which the
connectives are applied [24] in the description of these enhanced antecedent and consequent rules.

Antecedent Rules:

1. Rule | = :1fal, a2 = A, a3thenal, |A a2 = a3
2. Rule A = :If A, B,al,a2 = n, thenal, A AB, a2 = a3
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3. RulevV = :If A al,a2 = a3 and B, al, a2 = a3, thenal, AVB, a2 = a3
4, Rule > = :IfB,al,a2 = a3andal, a2 = A, a3, thenal, A—B,a2=> a3
5. Rule & = :IfAB,al,a2= a3 andal, a2= A, B, a3, then al, A&B, a2=a3

where A,B,al,a2 & a3 are atomic variables of compound statements.

Defined Antecedent Rules for two variables:

6. Rule @ = : If A1,AB, A2=> B, A3then A1LA@B, A2 = A3
7. Rule® = :If ALAA2 = pg A3 then AL ABGB, A2 = A3
8. Rule® = :1f A1,B, A2= gp A3then A1LA®B, A2 = A3
9. Rule © =:If A1BA, A2= 5 A3then ALAOB, A2= A3

10. Ruledo =:If ALB, A2= pp A3then A1 ASB, A2= A3
where A,B,A1,A2 & A3 are atomic variables of compound statements. [17,18]

Defined Antecedent Rules for three variables:

1. K1,(X18X2)AX3, K2=5k3 then K1,X;X2X5,K2 =K3

2. K1,(X12X2)mX3,K2 =5 K3 then K1,X;, K2=> K1,X2X3, K2

3. K1,(X13X2)VX3, K2=S then K1,X1 X3, K2=X;,K3

where X1,X2,X3,K1,K2 & K3 are atomic variables of compound statements.
Consequent Rules: [21]

Rule = |: IfA, Al = A2, A3then Al=> A2, |A, A3

Rule=>A: IFAL1=>A, A2, A3 and A1l=> B, A2, A3, then Al=> A2, AAB, A3
Rule=>V: IfA1=>A, B, A2, A3 then A1 = A2, AVB, A3

Rule=> —: If A, AL=>B, A2, A3 then Al=> A2, A—>B, A3

M w bR

5. Rule = <:IfA,A1= B, A2, A3 and B, AL= A, A2, A3 then AL= A2, A<>B, A3
where A,B,A1,A2 & A3 are atomic variables of compound statements. [14,15]
Defined Consequent Rules for two variables : [22]

1.Rule = @: If A1LB= A, A2, A3then Al= A2,A@B,A3

2. Rule=0: If ALA= A2,BA/A3then A1=>A2,A0GB, A3

3. Rule= ®: If A1,B= A2,AA A3 then Al= A2,A®B,A3

4.Rule= ©: If Al= A2,BA A3 then A1= A2,A©B,A3

5. Rule = 6: If AlL= Al1,AB,A3and Al= A /A2, A3 then Al= A2,A6B,A3
where A,B,A1,A2 & A3 are atomic variables of compound statements. [9,11]
Defined Consequent Rules for three variables :

1. K1=SK2 ,(X18X2)AX3, K3 thenK1=K1,X1X; X3,K3

2. KI=S K2, (X12X2) m X3, K3 then K1,X1 Xz, K2 =X3,K3

3. KI=5K2,(X13X2)¥X3,K3 then K1,X2,K2 =K1,X1X3,K3

where X1,X2,K1,K2 & K3 are atomic variables of compound statements
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2. Literature Review
2.1 Binary Number System:

The binary number system is a base-2 numeral system, which means it uses only two digits: 0 and 1. It's the
foundation of all modern digital electronics and computing systems. In contrast to the decimal system, which
uses 10 digits (0 through 9), binary relies on powers of 2. Each digit in a binary number represents a power of 2.
Starting from the rightmost digit, each digit's place value doubles as you move left. To convert a binary number
to its decimal equivalent, you multiply each digit by its corresponding power of 2 and then add up the results.
Converting decimal numbers to binary involves repeatedly dividing the decimal number by 2 and noting the
remainders, then reading those remainders from bottom to top to get the binary representation. The binary
system's simplicity makes it well-suited for electronic systems since it's easy to represent with switches (on/off),
which are the basic building blocks of digital circuits.

In mathematics and in computing systems, a binary digit, or bit, is the smallest unit of data. Each bit has a single
value of either 1 or 0, which means it can't take on any other value. Computers can represent numbers using
binary code in the form of digital 1s and Os inside the central processing unit (CPU) and RAM [10,13].

Example: SECRET

S E C R E T

18 4 2 17 4 19
Binary code: 10010 100 10 10001 100 10011
2.2 Octal number system:

The octal number system is a numeral system with base-8 which means it uses 8 digits: 0, 1, 2, 3,4, 5, 6, and 7.
It's often used in computing systems, particularly in the past, as it was a convenient way to represent binary data.
Each digit in an octal number represents a power of 8. Starting from the rightmost digit, each digit's place value
increases by a power of 8 as you move left. To convert an octal number to its decimal equivalent, multiply each
digit by its corresponding power of 8 and then add up the results. Converting decimal numbers to octal involves
repeated division of the decimal number by 8 and noting the remainders, then reading those remainders from
bottom to top to get the octal representation While octal was more prevalent in the past, it's less commonly used
today in favor of hexadecimal or binary, especially in computing contexts. However, it's still occasionally
encountered in certain applications, such as file permissions in Unix-like operating system.

Octal refers to the numbering system with base-8. It comes from the Latin word for eight. The numerals, 0-1-2-
3-4-5-6-7 are used in the octal numbering system. It is frequently used as a shorter representation of binary
numbers by grouping binary digits into threes in computing environments. [6,8]

Example:
E N C R Y P T | o N
4 13 2 17 24 15 19 8 14 13
Octal code: 4 15 2 21 30 17 23 10 16 15
2.3 Hexadecimal number system:

The hexadecimal number system is a numeral system, with base-16 which means it uses 16 digits: 0-9 followed
by the letters A-F (representing 10 to 15). It's widely used in computing because it provides a suitable way to
constitute large binary numbers in a more compact and human-readable or an intelligible format.

Each digit in a hexadecimal number represents a power of 16. Starting from the rightmost digit, each digit's
place value increases by a power of 16 as you move left.
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To convert a hexadecimal number to its decimal equivalent, multiply each digit by its corresponding power of
16 and then add up the results.

Converting decimal numbers to hexadecimal involves repeated division of the decimal number by 16 and noting
the remainders, then reading those remainders from bottom to top to get the hexadecimal representation.

In computing, hexadecimal is particularly useful because each hexadecimal digit corresponds to exactly four
binary digits (bits). This one-to-one correspondence makes it easy to represent binary data, such as memory
addresses, byte values, or color codes, in a more concise and manageable way. Additionally, hexadecimal is
commonly used in programming languages, debugging, and digital communication protocols.

The number system, that has a base value equal to 16 hexadecimal number system. It is also pronounced
sometimes as 'hex'. Hexadecimal numbers are represented by only 16 symbols. These symbols or values are 0,
1,2,3,4,5,6,7,8,9,A, B, C, D, Eand F, each digit representing a decimal value.

Example:

C R Y P T O L O G Y

2 17 24 15 19 14 11 14 6 24
Hexadecimal: 2 11 18 15 13 14 11 14 6 18
2.4 ASCII Number System:

The ASCII (American Standard Code for Information Interchange) system is not exactly a number system like
binary, octal, decimal, or hexadecimal but, it's a character encoding standard that allocates numerical values to
characters. In ASCII, each character is represented by a unique 7-bit binary number (extended ASCII uses 8
bits). Originally developed for telegraphy, ASCII has become the basis for encoding text in computers and
communication equipment. The ASCII standard includes codes for letters, numbers, punctuation marks, and
control characters, such as carriage return and line feed. Here's a basic ASCII table showing some characters
and their corresponding decimal values. While ASCII uses decimal numbers for representation in tables and
documentation, it's often more convenient to work with hexadecimal representations, particularly in
programming contexts. For example, the letter 'A" in ASCII is represented as 41 in hexadecimal. Because ASCII
only covers characters used in English text, it's been superseded by more comprehensive character encoding
standards like Unicode, which supports a wider range of characters from various languages and symbol sets.
ASCII, a standard data-encoding format for electronic communication between computers assigns standard
numeric values to letters, numerals, punctuation marks, and other characters used in computers. In full:
American Standard Code for Information Interchange.

Example:
C O WM™ P U T E R
ASCII: 67 79 77 80 8 84 69 82

P.A. Kameswari et al. [20] solved DLP using pollard Rho algorithm, the cryptosystem based on above DLP
useful for transmitting the data securely, but security levels are weak. Surendra, T et al. [21] developed
cryptosystem based on ATP and antecedent and consequent rules assigned to the ciphers. In this cryptosystem as
the ciphers used already known there is a possibility for attacks. P.A. Kameswari et al. [20] solved DLP using
pollard Rho algorithm, the cryptosystem based on above DLP useful for transmitting the data securely, but
security levels are weak. Surendra, T et al. [21] developed cryptosystem based on ATP and antecedent and
consequent rules assigned to the ciphers. In this cryptosystem as the ciphers used already known there is a
possibility for attacks. Surendra, T et al. [22] developed cryptosystem based on ATP and antecedent and
consequent rules assigned to the ciphers. In this cryptosystem as the ciphers used already known there is a
possibility for attacks.The present developed cryptosystem which is based on Automatic Theorem Proving and
new sequent rules in three variables assigned with various number systems overcomes above limitations.
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3. Proposed Algorithms:
3.1 Encryption process: [21]

Based on the length of the block, the number of elements in the domain set varies. If block length is r>0, domain
set will contain (26)" number of elements. Here we considered block length 2, so the domain set contain
(26)?=676 elements. Consider the domain set as {X1,Xa,...Xers}where X;=AA X,=AB,...Xe76=ZZ. Divide the
plain text into ‘m’ blocks with block length k where m>0 and k>0. Label the blocks with the corresponding
elements in the domain set which contain (26) elements with k=2.Then form the sequent with these blocks and
connective symbols {a,v,2,m,2,4,0,@,3,0,v} using ATP and make sure that the statement formula, either single
variable or compound formula may contain in antecedent part or consequent or both. After this apply newly
defined two and three variables antecedent and consequent rules until to get eliminate all the connective
symbols. Here we get various levels of cipher texts. As it involves different levels of cipher text, it is difficult to
the attacker to decrypt the plain text. Here the 1% secret is set of number of systems assigned to the sequent
rules. The public key the set contain two parts, first part variables to be used in antecedent part while forming
first decryption sequent. Similarly, variables in the second part of the public key are to be used in consequent
part while forming first decryption sequent. In the public key, [7] these two parts were separated by the symbol
*;’. The second secret key is the set of “antecedent and consequent rules used in order to get level-1 to final level
cipher texts”. The second secret key contains the order of the connective symbols removed in the encryption
sequent’s. In the second secret key one connective symbol is to be applied to two variables or two statement
formulas only in the process of decryption. The public key is set of “variables Xj with 1<j<(26)? in the final
encryption sequent”.

3.2 Encryption algorithm:

1. Divide the plain text into finite number of blocks say m, where each block contain ‘k’ number of alphabets
(k>0). If any block contain less than k number of numerals then make it k number block by filling with dummy
alphabet say x. we can fill with any other alphabet by our choice.

2. Label these blocks as with the elements in the domain set, where the domain set contain X1,X2,....Xr
where r=26% the number of elements in the domain set which we use for plain text labeling.
3. Form sequent with these blocks in such way that can apply defined two or three variables sequent rules.

4. Then apply sequent rules, we get various levels of ciphers texts.
5. Repeat the process until all the connective symbols will get eliminated and then we get final cipher text.

6. Here public key is connective symbols in order wise eliminated and private key is set of two variable sequent
rules assigned ciphers and Three variable sequent rules assigned with different number systems. Also through
private key will agree block length.

Encryption flow chart:

| Divide the plain texctinto blocks |

Lahel the blockswath the comesponding
elements in the domainset as b, 1<h<( 260
where k is sime of the block

4

Form the sequentwadthblocks and cormectme
symhbals

4

A pply newr defined taro and thwee variable
encryphon mles untl toeliminate all cormectve
symbaols in the sequent

!

We zet final ciphertest
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3.3 Decryption process:

The cipher text obtained from the sender have to divide into m number blocks where each block contain ‘k’
number of alphabets (k>0). Label these blocks with Xj, 1<j<(2)%, using the public key [7]. Then form the
decryption sequent with these blocks secret key 2. Then apply two and three variable decryption rules by
following secret key 1 and secret key 2. The connectives in the secret key are used in reverse order i.e., from
backward direction to decode the cipher text. The implications in the secret key are used from the right and ‘c
followed by connective symbol represents rules that has to be applied in decryption consequent part. Similarly,
‘a followed by connective symbol’ represents that rule to be applied in decryption antecedent part’. With one
connective symbol in the secret key, compound statement is formed by taking two variables or two compound
statements or one variable and compound statement by considering the order. The process is repeated until all
the connectives are used in the secret key. In this process we get required plain text [16,24].

3.4 Decryption algorithm:

1. Divide the cipher text into m number of blocks as block length agreed through secret key.
2. Label these blocks using public key.

3. Form the sequent with these using another public key.

4. Apply Decryption process using public and private keys then we get required plain text.

Decryption flow chart

Diivride the ciphertext intoblocks insuchwaray
that eachblock contain k manber of alphadets

'

Label these blocks using public key

.

Form the sequentwith abowe labeled blocks
using privatekey

!

| Apply decrrphionralas |

!

| We zet required plain text |

4. Implementation of Encryption and Decryption:

Symbol Name

X@Y Jelly cipher

XoY Tree fence cipher

(XaY)AZ Octal system

(X8Y)vz ASCII system

X2Y)mZ Hexa decimal system

a-0, b-1, c-2, z-25 Alphabets and its values in

= encryption sequent

—SDn n- decryption sequent

a-connective connective symbol used in
antecedent part

c-connective connective symbol used in

consequent part

2997



Tuijin Jishu/Journal of Propulsion Technology
ISSN: 1001-4055
Vol. 45 No. 3 (2024)

4.1 Implementation 1. [4,5]
Plain text: CHANDRAYAN IS READY FOR LAUNCHING

Divide the this plain text as 2 letter blocks as ‘CH|AN|DR|AY|AN|IS|RE|AD|YF|OR| LA|UN|CH|IN|GX’ where
X52: CH, X14:AN, X122:DR, X25:AY, X14:AN, X253:|S, X473:RE, X4:AD, XeseZYF, X408:OR, X313:LA,
Xse0= UN, Xgs= CH, X24s=IN,X206=GX. So divided plain text blocks equivalent to (X1|X2|X3|X4|X5|Xs|
X7|X8|X9|X10). For the first sequent with these variables as [(X2438X5eo)mX403]AX4A [(X2530X25) AXM] =St
(X206©Xgs)V(X313 @Xese)V XazaV [(X143 Xi122)VXe2]. Then apply first ‘rule A and ‘tule=> vo . get
[(X3208X6a1) MXago], X111, [(Xaza ©X106) & X121] =52 (X220©X185), (Xea2@X131) , X1sr , [(Xar18 Xa)VXs3gs] Where
Xag =LQ, Xear =XQ, Xagy =RU,  X111=DG, Xsz=LV, Xi106=DB, X121=DQ, Xz0=HL, Xi185=GC,
Xeaz=XR,X12:1=EA, X18:=FY, X471=RC, X4 =AD, X35s=NX. Now again apply ‘rule & = ,ow the above sequent

we get X323, X111, [(Xaza @ X106 ) & X121] =53 (X220 © Xisgs),(Xeaz@X131), Xas1, [(Xa718X4)¥X3s8] , Xa79X327 Where
X323=LK, Xq79 =RK, Xsz7 =LO, now again apply ‘rule & = 1w the above sequent we get Xazs, X1 ,
X300X106X125 =%* (X220©X185), (Xeaz @ Xuz1), Xusr, [(Xa723Xa) V Xass], XazeX3zz where Xsgo =NZ, X106 =DB,
X125=DU now again apply ‘rule=© - o the above sequent then we get X323 X111, X390 X106 X125 =55 XgoXa15 ,(
Xea2@X131) , Xas1, [(Xa71 3X4) V Xags], XaroXs27 Where Xa1s =HG, Xoo =CL, now again apply ‘rule=@> o, the
above sequent then we get X323, X111, Xa00X106X125 , Xaa7=>° XeoXa1s Xz ,X181,[(X4713X4) ¥ Xzs8] , XareXazr
where X2 =FZ, Xa47=MI now again apply ‘rule=3 > ,;, the above sequent then we get X323, X111, X390X106X125

, Xaaz, (Xaas ® Xiso ™) =57 XeoXars , Xasz ,Xas1, (X107 @ Xs14 ) ( Xos X150®) , XazeXszz Where  Xior @ Xsi4
) = DC1 STX Xags ™ Xis0® = NUL ETX X¢s Xi50® = CR ETB stop the processes since all the
connective symbols where eliminated in the last sequence so final level cipher is LQDGNZDBDU

MINULETX=CLHGFZFYDCISTXCRETBR KL O. The pUb“C key is {X323,X111,X390X105X125,X347,
Xl((1))7x5(i(4) Xélégxl(;(o) s X90X215, X182, X1s1, X1%)7 Xéﬁ) Xog Xl(ng Xa79X327 } and secret key 1 is {@-Jelly, ©-Tree

fence, o,A-Octal, &, V-ASCII, ,m-Hexa} and secret key 2 is {aa,cv,a2,a0,c0,c@,c3}.

5. Results and Discussion:

Fig. 1: The execution time of Encryption Fig. 2: The execution time of Decryption
150 150
100 100 N Decrvnti
< / «===Encryptio 50 Oscwp l
n 0 al T T T 1 H
. I time(Sec) Q S oS t|)me{Se
E: 2- wm @ = @ '5. % @] 2 ¢
= = B o
v o g 8 ) o ©
g T < =
) 2

Fig. 3: The execution time of Encryption & Decryption
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5. Cryptanalysis:

New cryptosystems with automatic theorem proving with novel encryption and decryption rules using three or
more variables assigned to different methods can be developed [3] in future and these rules can be extended for
n variables also and we can apply programming techniques, so that more data also we can do encryption and
decryption easily.
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