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Abstract: Cloud ranking plays a pivotal role in assessing and comparing cloud service providers based on critical 

parameters such as Performance, Security, Management, and overall Cloud Rank. This study proposes a fuzzy-

based cloud ranking model that leverages fuzzy logic to effectively handle qualitative inputs and provide 

transparent membership function visualizations. It categorize cloud services into distinct levels of performance, 

security measures, and maintenance capabilities, the model supports informed decision-making in selecting 

suitable cloud solutions for secure data storage in cloud. The simulation results demonstrate the model's efficacy 

in facilitating different choices that align with diverse user requirements and application needs in cloud computing 

environments.  
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1 Introduction 

Cloud computing, often referred to as off-premise computing, provides a wide range of services to customers, 

essentially transforming various computing needs into tangible products offered through different service 

categories. One of the key advantages of cloud computing is the ability to extend services on-demand, allowing 

tasks to be completed faster.  

This on-demand scalability includes increasing processing components like allocated RAM size and CPU speed, 

which is particularly beneficial for performing data analysis that exceeds current memory capacities and causes 

slow response times. The rapid growth of cloud computing spans virtually every field of computing, playing a 

crucial role in organizational operations by meeting resource needs efficiently. However, in today’s dynamic and 

fast-paced environment, it is challenging for a single cloud service provider to consistently deliver high-quality 

services to all cloud customers[1].  

This challenge often results in deficiencies in areas such as accuracy, response time, throughput, availability, 

scalability, and security. To address these challenges, cloud computing introduces the concept of federated cloud 

computing, which mitigates issues related to heavy workloads by distributing tasks across multiple cloud service 

providers. This federation of services ensures that customer demands are met even during peak times, thereby 

enhancing overall service quality and reliability. The current competitive and challenging computing landscape 

features numerous cloud service providers, each striving to meet customer needs[2].  

For customers, selecting the best available cloud service that meets their specific requirements can be a daunting 

task. Similarly, cloud service providers face the challenge of offering services that align with the diverse and 

evolving needs of their customers. One of the fundamental benefits of cloud computing is its flexible pricing 

model, commonly referred to as "pay as you go." This model allows users to pay only for the services they use, 

based on the duration of their resource requirements[3].  
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Figure 1: Different services offered by cloud 

This approach not only provides cost efficiency but also enables businesses to scale their operations without 

significant upfront investments in infrastructure. Additionally, cloud computing supports a wide array of 

applications, from simple storage solutions to complex data analytics and machine learning models. Its versatility 

and adaptability make it an indispensable tool for businesses looking to innovate and stay competitive. The ability 

to rapidly deploy new applications and services without worrying about underlying infrastructure constraints 

accelerates time-to-market and enhances business agility. Moreover, cloud computing offers robust disaster 

recovery and business continuity solutions. By leveraging geographically dispersed data centers, cloud providers 

can ensure that data is replicated and backed up, minimizing downtime and data loss in case of a disaster. This 

reliability is crucial for maintaining uninterrupted business operations and protecting critical data assets. Security 

in cloud computing is another pivotal aspect. Leading cloud providers implement stringent security measures, 

including encryption, multi-factor authentication, and regular security audits, to protect sensitive data from 

breaches and cyberattacks. These security features help build trust with customers and encourage wider adoption 

of cloud services[4]. 

1.1. Applications  

 

The different applications of Cloud in data storage and processing are as follows: 

1. Data Backup and Disaster Recovery: Cloud storage provides a reliable solution for data backup and disaster 

recovery. By storing data in the cloud, businesses can ensure that their critical data is securely backed up off-

site, protecting against data loss due to hardware failure, natural disasters, or cyber-attacks. 

2. Encrypted Data Storage: Many cloud storage providers offer encryption features to protect data both in 

transit and at rest. Encryption ensures that data remains secure even if it is intercepted during transmission or 

if unauthorized users gain access to the storage servers[5]. 

3. Access Control and Authentication: Cloud storage platforms offer robust access control mechanisms, 

allowing administrators to define granular permissions and restrict access to sensitive data. Multi-factor 

authentication (MFA) further enhances security by requiring additional verification steps to access cloud 

storage accounts. 

4. Scalability and Cost Efficiency: Cloud storage scales dynamically to accommodate changing storage needs, 

eliminating the need for businesses to invest in costly infrastructure upgrades. Additionally, cloud storage 

follows a pay-as-you-go pricing model, allowing organizations to optimize costs by only paying for the storage 

resources they consume[6]. 
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5. Data Loss Prevention (DLP): Cloud storage solutions often include built-in data loss prevention features that 

help prevent the accidental or malicious exposure of sensitive data. These features may include activity 

monitoring, automated alerts, and policy enforcement to mitigate data leakage risks. 

1.2. System Parameters 

The infrastructure developed for the wireless sensor network applications have the following characteristics: 

a) Performance 

Performance in cloud computing is critical for ensuring that services meet user demands efficiently and 

effectively. Key metrics include availability, reliability, response time, scalability, and usability. Availability (A) 

measures the operational time of services and is calculated as [7] 

𝐴=((Total Uptime )/Total Time)×100 

Reliability (R) assesses the consistency of service operations, defined as : 

𝑅=((Successful Operations  )/Total Operations)×100 

R=( Total Operations Successful Operations  )×100. Response Time (RT) gauges the speed of service responses, 

calculated as : 

𝑅 𝑇= Time of Response−Time of Request 

RT=Time of Response−Time of Request.  

b) Security 

Security in cloud computing ensures the protection of data and services from unauthorized access and breaches. 

This includes metrics like data protection, compliance, and threat detection and mitigation. Data Protection (DP) 

measures the security of data instances, calculated as : 

𝐷𝑃=((Number of Protected Data Instances)/(Total Data Instances ) )×100 

𝐶=((Number of Compliant Instances)/Total Instances )×100 

Threat Detection and Mitigation (TDM) assesses the efficiency of identifying and addressing security threats, 

calculated as  

𝑇𝐷𝑀=((Threats Mitigated)/Total Threats Detected )×100 

c) Maintenance 

Maintenance in cloud computing involves the continuous management and optimization of services to ensure their 

performance and security. Key metrics include regular updates and patching, monitoring and management, and 

backup and recovery.  

Monitoring and Management (MM) involves tracking resource utilization and is often represented by the average 

number of issues detected and resolved, given by  

𝑀𝑀=((Issues Resolved )/Total Issues Detected )×100 

MM=( Total Issues Detected Issues Resolved )×100.  

Backup and Recovery (BR) measures the effectiveness of data backup strategies, calculated as  

𝐵𝑅=(Successful Recoveries Total Backup Instances)×100 

BR=( Total Backup Instances Successful Recoveries )×100. 

2. Literature Review 

The different models proposed by different authors are as follows: 
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 In [8], a comprehensive risk management framework was proposed to bridge the gap between Cloud Service 

Providers (CSPs) and Cloud Service Users (CSUs). This framework focuses on identifying and mitigating risks 

associated with the adoption and use of Software as a Service (SaaS) models. It delves into various risk factors, 

such as data breaches, service outages, and compliance issues, and emphasizes the importance of establishing trust 

between CSPs and CSUs. The framework suggests the implementation of rigorous security protocols, regular 

audits, and transparent communication channels to enhance trust and ensure a secure cloud computing 

environment. In [9], an innovative approach combining a 'Sugeno' Fuzzy Inference System (FIS) with the Fuzzy 

Analytical Hierarchy Process (AHP) was introduced. This integrated system aims to provide a multi-criteria 

evaluation of cloud services across different models, including Infrastructure as a Service (IaaS), Platform as a 

Service (PaaS), and SaaS. The evaluation focuses on critical aspects such as cost-efficiency, agility in scaling 

resources, and overall performance metrics. By leveraging fuzzy logic, this approach can handle the inherent 

uncertainties and complexities involved in assessing diverse cloud services, thereby aiding stakeholders in making 

informed decisions. In [10], a hierarchical decision-making model utilizing the Analytic Network Process (ANP) 

was presented. This model is designed to offer a structured methodology for evaluating various sub-criteria 

associated with cloud service selection, such as the reputation of the cloud provider, service reliability, and 

customer support quality. The ANP framework accounts for the interdependencies among these criteria and 

provides a robust analysis across different service models, including SaaS, PaaS, and IaaS. This comprehensive 

assessment helps organizations identify the most suitable cloud service providers that align with their strategic 

goals and operational requirements.  

In [11], a sophisticated trust modeling approach was proposed to address the critical need for evaluating cloud 

services based on trustworthiness. This model considers a range of factors, including capacity, cost, and security 

measures, to provide a holistic view of the trust dynamics in cloud computing environments. It emphasizes the 

importance of trust in fostering long-term partnerships between CSPs and CSUs and proposes various 

mechanisms, such as reputation systems and trust scores, to quantify and monitor trust levels. This approach 

ensures that users can confidently select cloud services that meet their security and performance expectations. In 

[12], a trust estimation model leveraging genetic algorithms was introduced to enhance the evaluation of cloud 

services. This model focuses on key factors such as availability, security, and dependability, particularly within 

IaaS environments. Genetic algorithms are employed to optimize the trust estimation process by evolving 

solutions over successive iterations, thereby improving the accuracy and reliability of the trust assessments. This 

model is particularly beneficial for environments where high availability and robust security are paramount, as it 

provides a dynamic and adaptive mechanism to evaluate and select the most trustworthy cloud service providers 

In [13], a Quality of Service (QoS) aware selection mechanism was developed using a hybrid approach. This 

mechanism aims to address the multifaceted requirements of cloud service users by considering various QoS 

parameters, including security, usability, and performance. By integrating multiple evaluation techniques, this 

hybrid approach provides a comprehensive assessment of cloud services across SaaS, PaaS, and IaaS platforms. 

It enables users to prioritize their specific needs and preferences, ensuring that the selected services deliver optimal 

performance and reliability. This mechanism also includes adaptive components that can adjust the evaluation 

criteria based on changing user requirements and market conditions.  

In [14], a trust-based model employing fuzzy techniques was proposed to evaluate key attributes of cloud services. 

This model focuses on capacity, cost, and performance across different service models, including IaaS, PaaS, and 

SaaS. Fuzzy techniques are used to handle the vagueness and ambiguity associated with these attributes, providing 

a more nuanced and flexible evaluation process. The model suggests implementing fuzzy logic-based algorithms 

to aggregate and interpret the trust-related data, thereby offering a more accurate and reliable assessment of cloud 

services. This approach helps users make well-informed decisions by providing a clearer picture of the 

trustworthiness and performance of potential cloud service providers.  

In [15], two advanced methods, the modified Technique for Order Preference by Similarity to Ideal Solution 

(TOPSIS) and the Robust Estimation Technique for Order Preference by Similarity to Ideal Solution (RE-

TOPSIS), were introduced. These methods are designed to evaluate cloud services within SaaS environments, 

focusing on aspects such as cost, performance, and scalability. The modified TOPSIS method enhances the 
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traditional approach by incorporating additional criteria and refining the evaluation process to better handle the 

specific challenges of cloud service assessment. The RE-TOPSIS method further improves the robustness and 

reliability of the evaluation by addressing potential uncertainties and variations in the data. Together, these 

methods provide a powerful toolset for organizations seeking to identify the most suitable SaaS solutions that 

align with their operational needs and budget constraints. The problem statement addresses the need for a robust 

cloud selection model focused on secure data storage. It aims to develop a comprehensive framework integrating 

security, efficiency, and trustworthiness considerations. Key challenges include ensuring security assurance 

through encryption and access controls, optimizing efficiency by evaluating performance metrics, and assessing 

trustworthiness based on reputation and past performance. By addressing these challenges, the research aims to 

rank clouds for selecting optimal cloud for data storage solutions. The ultimate goal is to contribute to the 

advancement of secure and efficient data storage practices across various domains, such as healthcare, finance, 

and e-commerce, where maintaining data integrity and confidentiality is paramount. 

3.   Methodology of  the Proposed Approach  

In the proposed work, a framework for selecting cloud services for secure data storage will be developed using a 

fuzzy logic-based approach to optimize data storage and enhance data security. This framework categorizes cloud 

providers into regions with varying degrees of security and reliability, utilizing fuzzy sets to define membership 

functions representing these qualities. The framework operates in two phases, employing fuzzy inference to 

evaluate the security features and reliability of different cloud providers within each region. Fuzzy logic is utilized 

to manage the inherent uncertainty and imprecision in these evaluations, facilitating nuanced assessments of each 

provider's suitability for secure data storage. By considering factors such as performance, security, and 

maintenance the fuzzy logic system generates fuzzy rules to model the selection process. This framework ensures 

that cloud providers are chosen based on their fuzzy membership in security and reliability categories, enabling 

more informed decisions that balance the trade-offs between security, reliability, and performance. Overall, 

integrating fuzzy logic into the framework enhances the robustness and adaptability of secure data storage 

systems, empowering them to better address the evolving challenges and demands of modern cloud computing 

environments. 

3.1 Fuzzy Based Cloud Selection for Secure Data Storage 

The fuzzy process employs crisp values for estimation as shown in figure 2, utilizing a defined range of values 

and forming a hierarchical structure similar to the Analytic Hierarchy Process (AHP). Multiple iterations are 

conducted to estimate trust values. In this model, the Fuzzy Inference System (FIS) is used in place of AHP . The 

process begins with fuzzification, where crisp input values are converted into degrees of membership. Then, the 

fuzzy if-else rules apply logical operations to these fuzzy sets, generating fuzzy outputs[16]. The final step, known 

as defuzzification, converts these fuzzy outputs back into crisp values, providing clear and actionable decisions. 

By employing this method, fuzzy if-else rule sets can model complex relationships and interactions between 

variables, making them particularly useful in domains such as control systems, decision support systems[17], and 

artificial intelligence. This approach enhances decision accuracy and reliability by considering a broader range of 

possibilities and uncertainties, ultimately leading to more robust and adaptive systems 

 
Figure 2: Range of values in fuzzy system 
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The input parameters are optimally selected to identify the best-suited cloud provider for secure data storage. 

 

Figure 3:Multi-criteria selection of cloud 

3.1.1 Fuzzy Membership Function 

A membership function (MF) for a defined fuzzy set representing the universe of discourse KKK is represented 

as μX : K→[0,1] . Each element of set K is mapped to a value between 0 and 1, called the membership value or 

degree of membership, which quantifies the extent to which the element K belongs to the fuzzy set X. 

Trapezoidal MF 

𝑇𝑟𝑎𝑝(𝑥: 𝑎, 𝑏, 𝑐, 𝑑) = 

                                      0                  𝑖𝑓 𝑥 ≤ 𝑎, 

                    
(𝑥−𝑎)

(𝑏−𝑎)
        𝑖𝑓 𝑎 ≤ 𝑥 ≤ 𝑏,                (1)                   

1              𝑖𝑓 𝑏 ≤ 𝑥 ≤ 𝑐, 

0                      𝑖𝑓 𝑑 ≤ 𝑥 

 

µ𝑡𝑟𝑎𝑝𝑒𝑧𝑜𝑖𝑑 = max((𝑚𝑖𝑛
𝑥 − 𝑎

𝑏 − 𝑎
, 1,

𝑑 − 𝑥

𝑑 − 𝑐
) , 0) 

3.1.2  Fuzzy Rule Set 

A fuzzy if-else rule set leverages fuzzy logic to handle imprecise or uncertain information in decision-making 

processes. These rule sets consist of conditional statements that assign membership degrees to input variables, 

allowing for flexible and nuanced reasoning[18]. The fuzzy if-else rules enable systems to make decisions based 

on vague or ambiguous input data, emulating a more human-like approach to problem-solving. In a fuzzy if-else 

rule set, each rule evaluates the degree to which input variables belong to various fuzzy sets, defined by 

membership functions. By incorporating linguistic variables, such as "high," "medium," and "low," the rules can 

interpret complex and subjective information more effectively than traditional binary logic. This allows for a more 

accurate representation of real-world scenarios, where data is often imprecise or uncertain. 

Table 1 shows fuzzy rules implemented in Fussy Inference System(FIS). 
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Table 1: Fuzzy Rules of FIS 

 

On the basis of defined fuzzy rules, the optimal cloud can be selected . 

4. Simulation Results 

The simulation carried out using MATLAB, a versatile environment for numerical computation and programming. 

MATLAB offers powerful capabilities for data analysis, method development, and model building. It features 

well-designed toolboxes catering to various domains such as control systems, robotics, deep learning, artificial 

intelligence, wireless communications, and computational finance. Additionally, MATLAB provides prebuilt 

applications that support interactive iterative task execution, streamlining the simulation processes and improving 

overall efficiency. Figure 4 shows the proposed model for cloud ranking. 

 

Figure 4: Proposed Fuzzy based Model 

Table 2 shows the different inputs taken during simulation for selected parameters for cloud ranking. 

Table 2: Inputs taken during simulation for selected parameters 

Performance Security Maintenance Rank 

91 0.78 52 7 

60 0.5 50 5 

90 0.7 80 9 

70 0.6 65 6 

85 0.8 70 8 

 

Rules Performance Security Maintenace Probability 

1  Low Low Low Low 

2  Low Low Low Medium 

3  Low Low Low High 

4  Low Low Medium High 

5  Low Low Medium Medium 

6  Low Medium Medium Medium 

7  Low Medium Medium Low 

8  Low Medium High Low 

9  Low High High Low 
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Figure 5 shows the ranking of cloud for cloud selection computed using the proposed fuzzy model. 

 

Figure 5: Cloud ranking computation 

The fuzzy cloud selection model was evaluated using simulated data across 3  key variables: Performance, 

Security, Management. Figure 6 illustrates membership functions for Performance, categorized into Low, 

Medium, and High based on cloud service response times and computational capabilities. 

 

Figure 6: Fuzzy membership for Performance 

Figure 7 depicts Security levels, ranging from Low to High based on data encryption and access controls. 
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Figure 7: Fuzzy membership for Security 

Figure 8 shows Management capabilities categorized into Low, Medium, and High, reflecting customer support 

and service-level agreements. 

 

Figure 8: Fuzzy membership for Maintenance 

Figure 9 presents Cloud Rank, which is obtained using the three selected input parameters based of FIS rule base,  

categorizing services into Low, Medium, and High based on aggregated scores from Performance, Security, and 

Management. The results demonstrate the model's efficacy in assessing and ranking cloud services according to 

multiple criteria, aiding decision-making processes for cloud service selection. 
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Figure 9: Fuzzy membership for Rank 

The cloud ranking results reveal distinct categorizations of services into Low, Medium, and High tiers based on 

aggregated scores from Performance, Security, and Management variables. This hierarchical classification aids in 

selecting cloud services that align closely with varying user preferences and operational demands. 

 

5. Conclusion & Future Work 

In conclusion, the fuzzy cloud selection model effectively evaluates cloud services based on Performance, 

Security, Management, and overall Cloud Rank. The model's ability to handle qualitative inputs through fuzzy 

logic and provide clear membership function visualizations aids in informed decision-making for cloud service 

selection. By categorizing services into distinct levels of performance, security, and management capabilities, the 

model facilitates tailored choices that align with diverse user requirements and application needs.The results 

demonstrate how services with varying performance, security, and maintenance scores are assigned ranks, 

highlighting the model's ability to differentiate services based on multiple criteria. For instance, the highest 

performance score of 91 corresponds to a rank of 7, while a balanced combination of high performance (90) and 

maintenance (80) results in the top rank of 9. The average performance score across the services is 79.2, with 

security and maintenance averaging 0.676 and 63.4 respectively. Future enhancements could explore 

incorporating more complex criteria such as compliance requirements, data governance policies, or refining 

membership functions to further enhance the model's accuracy and applicability in real-world cloud service 

environments. 
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