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Abstract:- Intrusion Detection Systems (IDSs) are an essential part of security systems to protect cyber-space
against the wide range of cyber-threats. In this paper, we aim to evaluate the robustness and reliability of
different machine learning (ML) algorithms for IDS implementation against the feature poisoning adversarial
attack and highlight their performance under adversarial and non-adversarial conditions. In order to assess the
performance of ML-based IDS against poisoned training data, one benchmarked dataset NSL-KDD has been
chosen. Further, Poison samples have been crafted using the Fast Gradient Sign Method (FGSM). The results
show a significant decrease in accuracy and increase in false positive and false negative rate that also degrades
the recall rate (RR) and precision rate (PR) along with F1-score across all the ML models when trained with
poisoning datasets. The findings demonstrate that gradient boosting classifier outperforms the Logistic
Regression and Multi-Layer Perceptron (MLP) algorithms with impressive results of 99.5% accuracy and 99.3%
recall rate.

Keywords: Machine Learning, Data Poisoning, Multi-Layer Perceptron, Gradient Boosting Classifier,
Adversarial Attacks.

1. Introduction

Intrusion Detection Systems (IDS) are an indispensable part of security countermeasures to defend cyber-space
against the diverse range of cyber-threats [1]. 1DSs are capable of analyzing the network traffic flow and system
activity logs to detect the any malicious behavior of network system and network traffic. IDSs are categorized
into two main types: Network-based IDS (NIDS) and Host-based IDS (HIDS). NIDS captures incoming and
outgoing network traffic and analyze the network data to find out any cyber-attack related patterns in data.
Similarly, HIDS reside in end-systems of the network and monitors the user-behavior and system logs to
maintain system and data integrity.

Machine learning (ML) has gained so much attraction in recent years for implementation of IDS. ML based IDS
can adaptively learn from vast amounts of network and system data to detect anomalies and malicious activities
in real-time. Machine learning techniques strengthen IDSs to analyze complex and dynamic network traffics by
automatically identifying cyber-attack patterns and malicious activities [2]. Traditional rule-based and signature-
based IDSs have limitations to synchronize with the ever-evolving nature of cyber-threats. While, ML-based
IDSs have proved the impressive efficiency in detecting the novel and previously unseen attack patterns.

Moreover, supervised, unsupervised, semi-supervised, and reinforcement machine learning techniques are the
various categories comes under machine learning. The mostly preferred supervised learning algorithms in
intrusion detection systems (IDS) is the classification approaches to classify the system events and network
traffic as malicious or benign using labeled training data. Support Vector Machines (SVM) [3], Multi-Layer
Perceptron (MLP), gradient Boosting Classifier, Logistic Regression and Random Forests [4] are the supervised
learning approach proposed in recent literature for implementation of ML-based IDSs in recent years. These
approaches perform impressively in classification of network traffic as benign and malicious. Adversarial
examples are significant threats to ML-based Intrusion Detection Systems. Adversarial examples can mislead
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ML-based IDS models during both training and inference phase [5]. Data poising attacks are subset of
adversarial attack to target the training phase of ML-based NIDS. Data poisoning attacks involve injecting
perturbations to the training data to influence the decision making capabilities of learned model, which can be
detrimental to the overall security posture of the system [6]. These adversarial attacks have been usually
considered in the field of computer vision and speech recognition where an adversary generates the adversarial
example and exploits the vulnerability of ML models to compromise its decision boundary to according to
adversary’s goal. Modern IDSs employ dynamic learning mechanisms to analyze and respond to zero day cyber-
threats dynamically in real-time. Dynamic learning makes IDS to become updated with the knowledge of latest
cyber-attack techniques, trends, and vulnerabilities to ensure proactive threat detection and mitigation. The
nature of dynamic learning of ML-based IDS creates the opportunity for adversaries to perform the adversarial
poisoning attacks [7].

The need for robust detection mechanisms to protect the ML-based IDS itself against adversarial poisoning
attacks becomes prominent due to the dynamic learning and continuous learning, increasing complexity and
severity of cyber-threats. There is a persistent need for robust detection mechanisms that can effectively identify
and mitigate adversarial poisoning attacks to ensure the integrity and efficacy of training data for ML-based IDS
in protecting against-cyber threats. The performance of ML models extremely influence by the characteristics of
datasets. Some machine learning algorithms performs better on a particular type of dataset, but not on others.
Poison attacks targets the learning dataset and changes the characteristics of training sets. So, the same ML
model may perform differently under the poison attack circumstances. In this, study the performance of the
various ML-based IDS has been assessed under the feature poisoning adversarial attack.

2. Background

Adversarial attacks against ML are classified into two main classes: data poisoning (DP) attacks and adversarial
evasion attacks. Data poisoning attacks targets the learning phase, whereas adversarial evasion attacks happens
during the inference or testing phase. Detailed taxonomy of these adversarial attacks illustrated in Figure-1. This
paper is focused on data poisoning attacks. Data poisoning is a sophisticated cyber-attack to harm the integrity
and reliable decision making of machine learning models. An adversary injects perturbed data samples during
the learning phase of ML model. This attack vector exploits vulnerabilities in the machine learning algorithms
involved in the model. The aim of the adversaries is to mislead the ML model through the training phase. Data
poisoning attacks are implemented using several techniques and methods specially designed to target the
training process and undermine the decision making capability and detection rate of machine learning model and
increase the false positive and false negative rate. Data poisoning attacks typically involve injecting the
malicious training samples that makes the ML classification models biased towards a target class. A ML model
trained with poisoned data samples exhibits unexpected behavior during inference phase. In essence, the
primary objective of the adversary is to interfere with the learning process of ML model with the intention of
considerably lower the effectiveness of the target model. This interference leads to a decrease in accuracy and
increase in false positives and false negative rates of the model during the testing and deployment or inference
phase.
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Figure 1: Taxonomy of Adversarial Attacks
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The evaluation of the effect of adversarial attacks on training data samples referred to as the adversary's
capacity. The adversary's primary purpose is to change either the feature values or the labels in the training set.
Over the last decade, increasingly improved data poisoning algorithms have been proposed with the goal of
maximizing the high rate of false positives and false negative while minimizing the number of poisoned samples
necessary to carry out the attack. Adversarial poisoning attacks can take various forms to target the machine
learning models that include feature poisoning [8], label poisoning [9], model inversion [10] and backdoor
attacks [11], [12]. Feature poisoning attacks defines the concept of gradually modifying training data to
influence model behavior. In contrast, label poisoning attacks have concept of flipping the labels or
manipulating the ground truth related to training vectors. Adversary exploits vulnerabilities in the training phase
of the target model to gain the insight of useful sensitive information about the training data and model learning
process details in model inversion attacks. Adversary can reverse-engineer sensitive training samples or extract
confidential information by analyzing the model's predictions and gradients. Adversary performs backdoor
attacks by inserting backdoor patterns or triggers into the training data, which remain dormant during normal
task but can be triggered to activate for specific targeted behaviors or outcomes.

Feature poisoning attacks are more practicable in ML-based IDS. An adversary alters the features or attributes
of the input training vectors to compromise the performance of the IDS. Feature poison attacks targets the
feature itself and are more persistent as compare to other data poison adversarial attacks. The adversary
intentionally alters the features of the input training vector to introduce imperceptible perturbations that can
mislead the IDS during the training process and shift its decision boundaries. These modifications are prudently
crafted to avoid detection and appear legitimate. Detecting and mitigating feature poisoning attacks requires
robust defense mechanisms. Data sanitization is the prominent method among defense approaches against data
poisoning attacks [13]. Anomaly detection mechanism is used in data sanitation to detect adversarial examples
in training data and remove it from training samples. Data sanitization techniques identify anomalies within the
feature space by employing thresholding [14], nearest neighbors [15], activation space [16], or decomposing the
feature covariance matrix [17]. These defensive strategies generally function under the assumption that only
slight portions of the data are poisoned, thus eliminating such instances does not considerably ruin
generalization. In practice, this assumption of only the small number of samples is poisoned, does not hold and
easily exploited by increasing the number of adversarial examples.

In the recent research literature, numerous machine learning (ML) techniques have been proposed for intrusion
detection. Typically, these algorithms are learned and tested using clean datasets. However, in this study, the
primary objective is to evaluate the robustness and reliability of the ML techniques while exposed to poisoned
training data and highlighting their performance under adversarial conditions. Apart from the defense
mechanisms proposed in literature this study aim to find out the best performing ML algorithm for IDS under
poison circumstances.

3. Methodology

In order to assess the robustness of different ML methods for IDS implementation against feature poison attack,
one benchmarked dataset NSL-KDD has been chosen. Then poison samples have been crafted using the
gradient based technique FGSM. Crafted adversarial samples are induced in training data for the performance
evaluation of ML methods. Further explanation on the dataset, adversarial crafting and threat model and
machine learning methodologies is provided in the subsequent sections.

3.1 Threat Model

Threat model is a structured representation of the possible threats and vulnerabilities for ML-based IDS. It
defines the potential adversaries, their capabilities, goals, and the assets they may target within the system. A
white box threat model is adopted for this study. The adversary gains comprehensive knowledge and complete
access to the entire workings and behavior of the ML models in white box attacks. Adversary has sensitive
information about its architecture, parameters, and decision boundaries. This level of access provides the
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adversary to craft highly targeted and effective adversarial examples to poison training dataset by exploiting
specific vulnerabilities in the model.

The adversary aims to craft feature poisoned adversarial examples for attack instance that are identical to attack
samples but classified as benign by the target IDS. Aim of adversary is to target the availability of the ML-based
IDS. The adversary has knowledge and complete access to the feature space and the trained ML models. The
FGSM adversarial attack is employed to craft adversarial examples by inducing the perturbation in the feature
space by calculating the gradient of the loss function with respect to the input features.

3.2 Fast Gradient Sign Method (FGSM)

The Fast Gradient Sign Method (FGSM) is a prevalent technique to craft adversarial examples against ML
models. The FGSM attack crafts adversarial examples by calculating perturbation for input samples in such a
way to maximize the loss of the learned model towards the actual output class. The goal of the FGSM attack is
to craft adversarial examples that are very identical in features to one class but represents the another target class
for classification problems [18].

The FGSM adversarial attack method utilizes the gradient of the target model's loss function with respect to the
input training or testing samples. The gradient represents the direction of the loss function and offers important
information about how small changes to the input shift the outcome of the model. Given an input sample x and
its corresponding true label yw.e, the FGSM attack calculates the gradient of the loss function with respect to the
input X, loss function J, model parameter 6 using the following equation:

D= Vx(](grx'ytrue)) (1)

Now adversarial perturbation & is calculated by taking the sign of the gradient calculates using Equation-1 and
scaling it by a small constant epsilon (¢):

6=¢ xsign(D) (2)

Finally, The adversarial example x" is crafted by adding the perturbation & calculated using Equation-2 to
actual input vector x:

x'=x+86 @)

The epsilon (&) parameter controls the perceptibility of the adversarial example x’ by limiting the magnitude of
the perturbation 6. The FGSM have capability to craft imperceptible adversarial examples towards gradient
based ML models in white box adversarial threat scenario.

3.3 Machine Learning Algorithms

In order to assess the robustness of ML-based IDS against adversarial poisoning attacks various gradient based
machine learning methods has been chosen. These ML approaches are widely used IDS implementations. Linear
regression, logistic regression, neural network and gradient boosting machines are compared with each other for
their performance on clean and poisoned data.

3.3.1 Logistic Regression

Logistic regression is a popular classification algorithm for binary classification. The core concept of this
algorithm is to calculate the probability of an input sample to find out its relationship with a particular class.
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Linear regression predicts continuous values, but logistic regression predicts the probability of an instance using
a logistic function instead of a linear function [19].

The concept of gradients and loss function is fundamental in logistic regression in the training process. It finds
the optimal weights for features that maximize the probability of the input data points. This is achieved by using
a loss function that maximizes the likelihood or minimizes the negative log-likelihood. The cross-entropy loss
function is employed to find out the negative log-likelihood. It measures the difference between the projected
probabilities and the probability of desired class labels for the binary classification problem. The cross entropy
loss is calculates as:

Cross Entropy Loss = ~ %1, (y;log (p) — (1 - y)log (1 - ¥,)) (4)

Here n represents total number of input samples, y; is the actual label (0 or 1) of ith input data point and
p; denotes the predicted probability that it belongs to class 1.

The logistic sigmoid function is used to calculate the probability to map the output of the linear combination of
features between 0 and 1 using the following mathematical equation.

1

p=0(2)=1= ®)
Here z denotes the weighted sum of all the features x; to x, with corresponding assigned weight wo to wi. It is
calculated as:

Z = Wy + wixy + wyx, + - + wpx, (6)

The weights (parameters) of the logistic regression model are updated iteratively using an optimization based on
Gradient Descent during training process. The gradient of the loss function is calculated with respect to the input
parameters and the parameters are adjusted in the direction of the negative gradient to minimize the loss in
learning process.

3.3.2 Gradient Boosting Classifier

It is based on the concept of ensemble learning that constructs a resilient classification model by combining
multiple weak learners in a sequential manner. The gradient boosting incorporates loss function to iteratively
minimize the loss by adding new models to the ensemble [20]. This process effectively minimizes the loss
function in the direction that decreases the errors. Initially it constructs the base model and calculates its loss
value using the loss function as following:

.1
Fo(x) = arg min  ¥1L; L, ¥) @)
Here, Fy(x) is the loss of initial base classifier and calculated with respect to predicted value y and n is the

number of input samples for training, y; represents expected class for ith input vector. Loss function is mean
square error that is expressed as:

L= 38,0 —7)? ®

An ensemble classifier will be learned in next step that equals to number of boosting round M. In each round
pseudo residuals that is negative gradient of the loss function with respect to the prediction of the that round’s
classifier is calculated from m=1 to M as following:
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_ OL(yi.Fim—1(x)))
T e) ©)
Now, the weak classifier h(x) is learned using the negative residual calculated using Equation (9) and the
updated classifier in mth step expressed as:

Fin(@) = Fynoa (1) +1.arg min 51 (1 — h(x)) (10)

Here, n is the learning rate of boosting classifier and final boosting classifier is Fy,(x) after M round of
boosting.

The role of gradient descent in The Gradient Boosting Classifier utilizes the gradient descent in the computation
of the negative gradient or residuals in each round. The residual provides the direction of steepest descent for
minimizing the loss function.

3.3.3 The Multi-Layer Perceptron

Multi-Layer Perceptron is special kind of artificial neural network architecture that contains the multiple layers
of artificial neurons. It has an input layer, one or more hidden layers, and an output neuron layer [21]. Each
neuron in one layer is connected to each and every another node in the succeeding layer with a weighted
connection. Each layer in MLP computes the output for the subsequent layer as following:

zp =0 (w.a;_1 + by) (11)

Here, w denotes the weight matrix, a is the output matrix of previous layer, b denotes bias and ¢ represents the
activation function of layer I. The the sigmoid (logistic), tanh, ReLU (Rectified Linear Unit), and softmax are
the commonly used activation functions. ReLU (Rectified Linear Unit) activation function is used for this study.
MLP uses the gradient descent with back propagation to change the weights in each round. The architecture of
MLP is presented in Figure-2 with number of layers and activation functions.

Activation Function RelLu RelLu Sigmoid

Training Dataset

Input Layer  Dense Layer  Dropout Layer Dense Layer Dropout Layer Output Layer

Figure 1: Graphical represenation of MPL for experimental setup

4. Experimental Setup
In the experimental setup, Machine learning algorithms gradient boosting classifier, logistic regression and

multi-layer perceptron are learned using the training dataset for binary classification of the network traffic
flows. NSL-KDD dataset is divided into two dataset for training and testing phase of the ML models. First all
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the ML algorithms are evaluated using the testing dataset using evaluation matric accuracy, recall, precision and
fl-score. Further, Poison samples are crafted using FGSM adversarial crafting method using the random
samples from training dataset. Poisoned samples are mixed with training data and other models are constructed
using the same ML algorithms to evaluate the influence of feature poisoning attack over ML-based IDS. The
experimental methodology is described in Figure-3.

s Feature Poisoning ¢
Training Set r Attack
)
v
Data ).Ic.vdel Lea.rnmg
. - Logistic Regression
Preprocessing - Gradient Boosting Classifier
3 -MLP
Testing Set
Y
S N\ R
> Compromised | D
ML-Models \‘ |

ML - Models ——

d ‘

A 4

Figure 2: Proposed Experimental Methodology

4.1 Dataset Description

This study aims to assess the robustness of detection and generalization capabilities of the ML methodology for
intrusion detection system under the feature poisoning attack. The experiments are conducted using an intrusion
detection dataset NSL-KDD. The NSL-KDD dataset is a benchmark dataset regularly employed for assessing
the performance assessment of ML-based intrusion detection systems (IDS) in recent research literature. It is an
enhanced version of the original KDD Cup 1999 dataset and overcome from some of its limitations such as
redundant records and biasness towards certain types of attacks. The NSL-KDD dataset covers a huge collection
of network traffic flow data that includes benign and attack instances. It consists of 42 features extracted from
network packets. The dataset incorporates 4 kinds of attacks including Denial of Service (DoS), Probing attacks,
User-to-Root attacks (U2R) and Remote-to-Local attacks (R2L) attacks along with benign network traffic. NSL-
KDD dataset provides a comprehensive and realistic environment for assessing the effectiveness of intrusion
detection algorithms and systems due to its diverse range of features and attack circumstances [22].

4.2 Evaluation Metrics

Evaluation metrics are crucial for assessing the performance of machine learning tasks. In the context of binary
classification of network traffic flow, positive refers to attack traffic, and negative refers to benign traffic.
Accuracy, Recall Rate (RR), Precision Rate (PR), and F1-Score are used to analyze the performance of the ML
models under adversarial poison attack and non-adversarial conditions. Our model predicts a binary outcome as
correct (True Positive, True Negative) or incorrect prediction (False Positive, False Negative). True Positive
(TP) indicates the number of attack flows properly recognized as attacks, True Negative (TN) represents the
benign flows properly recognized as benign, False Positives (FP) are benign samples detected as attacks, and
False Negatives (FN) are attack samples misclassified as benign. Based on these values evaluation metrics are
defined.

Accuracy: It describes the frequency with which the classifier accurately identifies the true class of a given
sample, whether it is an attack or benign. Specifically, this metric estimates the classifier's overall ability to
correctly predict positive instances (attacks) as attacks and negative instances (benign samples) as benign. It is
calculated as:
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TP+TN
TP+TN+FP+FN

Accuracy = (12)
Recall Rate: It defines the proportion of actual attack traffic samples that our model correctly identifies as
attacks. Specifically, it is the percentage of attack samples in the dataset that the model successfully predicts as
attacks. A high recall rate is crucial for an intrusion detection system because it indicates that the model is
effective at capturing most of the attack instances.

TP
TP+FN

Recall Rate (RR) = (13)
Precision Rate: It denotes the reliability of the model's true positive predictions by calculating the percentage of
properly recognized attack samples among all the samples that the model classified as attacks. High precision
means that most of the samples predicted as attacks are indeed attacks, reflecting the model's effectiveness in
minimizing false positives.

P

Precision Rate (PR) = TPT?

(14)

F1 Score: The F1 Score represents the collective measure of precision rate and recall rate that provides a
balance in measure of a model's performance in binary classification. It is considered as the harmonic mean of
both precision rate and recall rate.

PR*RR

F1 Score (F1) = 2 =
PR+RR

(15)
5. Results and Discussions

The network traffic data from the NSL-KDD dataset is randomly split into two separate datasets for the purpose
of training and testing of ML models in which 80% of the network traffic samples used for training and 20% for
testing purpose. The performance of ML algorithms is assessed with evaluation metrics accuracy, recall,
precision, and F1-score. Initially, the performance assessment of ML models is conducted using uncontaminated
datasets for both the training and testing phase. Subsequently, the performance of the ML models is assessed
using a poisoned training set which contains both clean samples and adversarial samples crafted using the
feature poisoning attack and keeping the testing set clean. The testing set is identical for both evaluations but the
models are trained using either a poisoned or a clean dataset.

Table 1: Performance Assessment of ML-based IDS with clean datasets

ML Models Accuracy Recall Rate Precision Rate F1-score
Logistic Regression 0.86 0.841 0.86 0.85
Gradient Boosting Classifier 0.995 0.993 0.996 0.995
MLP 0.974 0.977 0.969 0.973

Tables 1 and 2 demonstrate the results achieved with clean samples in both training and testing sets and
using poisoned samples in the training set and clean samples in the testing set, respectively. The findings
show a decrease in accuracy, recall, precision, and F1-score across all the ML models when trained with
poisoned datasets.

Table 2: Performance Assessment of ML-based IDS under feature poison attack

ML Models Accuracy Recall Rate Precision Rate F1-score
Logistic Regression 0.52 0.53 0.4 0.45
Gradient Boosting Classifier 0.71 0.66 0.8 0.72
MLP 0.65 0.63 0.68 0.65
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Gradient boosting classifier outperforms the logistic regression and multi-layer perceptron other ML algorithms
with impressive results of 99.5% accuracy and 99.3% recall. The performance of MLP is somewhat less as
compare to gradient boosting classifier. Logistic regression is not a good choice for implementation for IDS.

0.95 -

® Logistic Regression
0.85 -

0.8 -
0.75 -
0.7 -

® Gradient Boosting Classifier
M MLP

Accuracy Recall Precision F1-score

Figure 3: Performance Assessment of ML-based IDS with clean datasets

Accuracy of logistic regression, gradient boosting classifier and MLP has been decreased and affected under the
influence of adversarial poison attack. Feature poisoning attacks equally affects the precision and recall in MLP,
but recall is more affected in gradient boosting classifier. The rate of false negative is increased as compare to
false positive in Gradient boosting classifier under the adversarial poisoning attack.

0.9

H Logistic Regression

' ® Gradient Boosting Classifier
M MLP

Accuracy Recall Precision F1-score

Figure 4: Performance Assessment of ML-based IDS with poisoned training set

6. Conclusion

The performance of the various ML-based IDS has been assessed under the feature poisoning adversarial attack.
The results demonstrate a significant decline in accuracy, recall, precision, and F1-score for assessed models
learned logistic regression, gradient boosting classifier, and multi-layer perceptron under feature poisoning
adversarial attacks. Gradient boosting classifier outperformed the others, achieving 99.5% accuracy and 99.3%
recall with clean dataset. The study demonstrates the critical need for robust defense mechanisms against data
poisoning attacks for ML-based Intrusion Detection Systems (IDS). These attacks compromise the training
datasets to interfere in the learning phase of the target models and compromise the availability of ML-based IDS
for true network traffic. The performance evaluation is performed with the NSL-KDD dataset and insights the
vulnerability of ML models against adversarial attacks and emphasizing the importance of enhancing IDS
resilience to maintain cyber security.
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