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ABSTRACT 

This literature review research discusses the challenges and opportunities in developing cultural literacy and 

citizenship in the digital era. The digital era has changed how we interact, communicate and access information. 

Cultural literacy refers to an understanding of the cultural diversity that exists in the digital environment. In 

contrast, civic literacy focuses on individuals' rights, obligations and responsibilities in online spaces. Challenges 

faced include the spread of false information, polarization of opinion, and inequality of access. Disinformation 

and propaganda can influence public opinion, while social media can amplify societal polarization. In addition, 

inequality in access to digital technology remains a problem. However, there are considerable opportunities to 

overcome these challenges. Digital media education integrated into the school curriculum can equip the younger 

generation with cultural literacy and digital citizenship skills. Awareness campaigns on social media can also 

increase public understanding of these issues. Collaboration between governments, educational institutions and 

social media platforms can produce more effective solutions. The importance of cultural literacy and citizenship 

in the digital era cannot be doubted. This article summarizes the importance of understanding and wise civic 

participation in an increasingly complex digital world. Recommendations for further action include education, 

training, awareness campaigns, and multi-stakeholder collaboration to strengthen understanding of cultural 

literacy and citizenship in an increasingly connected digital society. 
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1. INTRODUCTION 

 Indonesia must develop a literacy culture through basic literacy as a prerequisite for 21st-century life skills. The 

six essential literacies include reading and writing literacy, numeracy literacy, scientific literacy, digital literacy, 

financial literacy, and cultural and civic literacy (Nudiati, 2020). In an increasingly connected and technology-

dependent 21st century, the digital revolution has changed the way we interact with the world around us. This era, 

often called the Digital Era, has provided easy access to information, expanded communication reach, and created 

a dynamic digital ecosystem. However, along with the extraordinary opportunities digital technology presents, 

significant cultural literacy and citizenship challenges. Cultural literacy and citizenship are essential in the 21st 

century (Muniroh et al., 2020). 

Changes in the world of education in the current digital era have changed learning paradigms and practices 

throughout the world of education. With the advancement of digital-era education, students have broad access to 

abundant knowledge, and the learning process becomes faster and easier. This development requires teachers and 

lecturers to have strong abilities in integrating information and communication technology into the learning 

process (Azis, 2019). In a digital era where every touch of our finger can access an infinite world of information, 

cultural literacy and citizenship are more important than ever. Cultural literacy allows us to understand, respect 

and appreciate the diverse cultures and worldviews around us. 

Meanwhile, citizenship involves active participation in society, both in the real world and the digital realm. 

Cultural and civic literacy is essential for everyone to master in the 21st century, especially the millennial 

generation, so that they can continue to love and participate in preserving Indonesian culture. This country has 
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various ethnic groups, languages, customs, beliefs, and layers. As part of the world, Indonesia is also involved in 

global development and change. Therefore, accepting, adapting, and acting wisely and intelligently towards 

diversity is essential in the 21st century (Pratiwi & Asyarotin, 2019). 

How will cultural literacy and citizenship adapt to these drastic changes? How can we take advantage of the 

opportunities the digital era offers while addressing emerging challenges, such as the spread of false information, 

disinformation warfare and polarization in the online space? This article aims to answer these questions. We will 

explore the concepts of cultural literacy and citizenship in a digital context, identify the challenges faced, and 

reveal the opportunities available. With a better understanding of how we can become responsible and literate 

digital citizens, we can take steps to shape the digital era into a more cultural and inclusive civic environment. 

 2. METHOD 

This article is a literature review research. The literature review is a search and research of the literature by reading 

various books, journals and other publications related to the research topic to produce an article regarding a 

particular topic or issue (Abraham & Supriyati, 2022). Literature Review Method effectively summarizes, 

evaluates, and describes relevant literature on a particular topic. In the article "Cultural Literacy and Citizenship 

in the Digital Era: Challenges and Opportunities," the literature review method will help collect and analyze 

existing understandings about cultural literacy and citizenship in the context of the digital era. Here are the steps 

and guidelines for using this method: 

Step 1: Identify Relevant Literature 

Start by identifying literature that is relevant to your topic. Use academic databases, digital libraries, scientific 

journals, and trusted online sources. Use relevant keywords such as "cultural literacy," "civic literacy," "digital 

era," "social media," and the like to search for appropriate literature. 

Step 2: Selection and Filtering 

Read the articles' abstracts to decide whether they are relevant to your topic. Consider the relevance, quality, and 

novelty of any literature you find. Determine inclusion and exclusion criteria to decide which articles to include 

in your literature review.  

Step 3: Organization and Grouping 

Organization of the literature you have selected based on a particular theme or concept. For example, you could 

group articles by challenges, opportunities, or approaches in cultural literacy and digital citizenship. Create a 

conceptual framework to help you better organize and understand the literature.  

Step 4: Literature Analysis 

During your analysis, note the main findings of each article you review. This may include definitions of cultural 

literacy and digital citizenship, identified challenges, proposed solutions, and related research findings. Pay 

attention to emerging trends and patterns in the literature you review. Is there a consensus on a particular 

challenge? Is there a most commonly used approach?  

Step 5: Writing a Literature Review 

Write your literature review following a structure appropriate to your article. It might start with an introduction, 

then discuss definitions of cultural literacy and digital citizenship, following with challenges and opportunities, 

as well as other essential recommendations or findings. Include quotes from literature that support your argument, 

and remember to provide appropriate references.  

Step 6: Evaluation and Interpretation 

Critically evaluate the literature you review. Discuss weaknesses or shortcomings in existing research and 

suggestions for future research. Interpret your findings and how the literature describes the challenges and 

opportunities in cultural literacy and citizenship in the digital age. With this Literature Review method, you can 

build a solid foundation of knowledge about your topic and support your arguments in your articles with strong, 

verified references. Make sure to include all references in your bibliography according to the writing style. 
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3. DISCUSSION 

3.1 Cultural Literacy in the Digital Era 

Cultural literacy in the digital era is the ability to understand, participate and interact in a digital environment full 

of diverse information and culture. There are several things that need to be considered in developing cultural 

literacy in the digital era: 

a) Understanding of Digital Culture: Individuals must have a good understanding of how digital culture 

operates, including social media platforms, social networks, blogs, and other forms of digital communication. 

Understanding of Diverse Cultures: Cultural literacy involves understanding and respecting the diverse 

cultures that may exist in a digital environment. This includes awareness of cultural differences, language, 

and social norms that may exist on digital platforms. 

b) Critically Evaluating Information: In an era where information is widespread and disinformation can easily 

spread, cultural literacy also includes the ability to critically evaluate information found online. This involves 

the ability to identify trustworthy sources and understand biases that may exist in the information. 

c) Participation Ability: Cultural literacy also includes the ability to participate in digital communications in an 

effective and meaningful way. This involves understanding the ethics of online communication, copyright, 

and privacy rights. 

d) Privacy and Security Protection: In the digital era, it is important to understand how to protect personal 

privacy and security when interacting online. This includes privacy settings in social media, use of strong 

passwords, and training on how to avoid online fraud. 

e) Critical Skills in Media: Cultural literacy also includes the ability to consume digital media in a critical way, 

including analyzing media messages and understanding how those messages can influence an individual's 

views and behavior. 

f) Responsible Use of Technology: Cultural literacy also includes the responsible use of digital technology. 

This includes having a good attitude in interacting with others online and avoiding harmful or toxic behavior. 

g) Understanding Copyright and Licenses: In the digital era, it is important to understand copyright and licenses 

as they relate to digital content. This helps prevent copyright infringement and respects the rights of content 

owners. 

h) Writing and Communication Skills Development: The ability to express oneself effectively in written and 

digital communication forms is also important in cultural literacy. 

i) Digital Literacy Skills Development: This includes the ability to use digital tools, such as search engines, 

word processing software, and social media effectively. 

By paying attention to these aspects, individuals can develop strong cultural literacy in the digital era, which will 

help them interact with the digital world more intelligently, critically and responsibly. 

3.2 Digital Citizenship 

The definition of digital citizenship is a concept that refers to the way individuals participate in digital society or 

cyberspace. Digital citizenship is similar to real-world citizenship, but the focus is on activities and interactions 

in online spaces. The following are several aspects that need to be considered in the concept of digital citizenship: 

a) Rights and Freedoms: Digital citizenship includes individual rights in cyberspace, such as the right to 

privacy, freedom of speech, and the right to opinion and expression. It also includes the right to access 

information and digital technology. 

b) Responsibilities: Individuals also have responsibilities in the digital space. This includes the responsibility 

to respect the rights of others, avoid harmful or toxic behavior, and report violations or illegal activities to 

authorities. 

c) Online Ethics: Digital citizenship involves understanding the ethics of interacting online. This includes how 

to communicate politely, respect the opinions of others, and avoid spreading disinformation or hatred. 

d) Active Participation: Most activities in digital society involve active participation. This could be contributing 

to discussion forums, sharing useful information, or supporting important social campaigns. 
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e) Education and Awareness: Part of digital citizenship is education and awareness about how to use digital 

technology wisely. This includes understanding online risks, recognition of internet fraud, and how to protect 

yourself online. 

f) Privacy Settings: Individuals should understand and manage privacy settings within social media platforms 

and online services. This includes controlling who can see personal information and what can be shared. 

g) Laws and Regulations: Digital citizenship must also consider the laws and regulations that apply in 

cyberspace. This includes copyright, data protection and rules governing online behavior. 

h) Social Awareness: Part of digital citizenship is having social awareness and caring about issues that develop 

in cyberspace. This includes fighting online bullying, supporting social movements, and contributing to 

positive change in digital society.  

Understanding digital citizenship is important as society becomes increasingly connected through digital 

technology. Having responsible and ethical behavior in online spaces helps create a positive and inclusive 

environment in cyberspace. It also helps individuals avoid risks associated with online activities. 

3.3 Challenges of Cultural Literacy and Citizenship in the Digital Era 

The challenges of cultural literacy and citizenship in the digital era involve various aspects that influence how 

individuals interact with the digital world. Some of the main challenges include: 

a) Spread of False Information and Disinformation: The digital era provides a perfect platform for the spread 

of false information or disinformation. The main challenge is how to identify and avoid false or misleading 

information. 

b) Disinformation War: This challenge is closely related to the spread of false information. There are active 

efforts to manipulate public opinion through the spread of disinformation and online propaganda. 

c) Polarization and Eco-Cameralism: Social media often reinforces polarization in society. Individuals tend to 

be exposed to views and information that conform to their own beliefs, creating isolated information bubbles. 

d) Access Inequalities: Although the internet and digital technology have created great opportunities, there are 

still inequalities in access to technology and online resources. This can result in gaps in cultural and civic 

literacy. 

e) Privacy Policy: Privacy issues are becoming increasingly complex in the digital era. Personal data is often 

collected and used without explicit consent, and individuals must understand how to protect their privacy 

online. 

f) Online Fraud: Online fraud and cyberattacks are becoming increasingly common. Individuals should be wary 

of threats such as phishing, hacking, and other online fraud. 

g) Cyberbullying: Acts of harassment, threats or intimidation in the form of cyberbullying can have a serious 

impact on the well-being of individuals, especially children and teenagers. 

h) Dependence on Social Media: Excessive use of social media and digital technology can lead to mental health 

problems such as internet addiction and sleep disorders. 

i) Data Security Crisis: Cyber-attacks on personal and corporate data are becoming more frequent. This creates 

serious data security risks. 

j) Copyright Issues and Illegal Content: Sharing illegal content and copyright infringement are issues in the 

digital environment that need to be addressed. 

k) Unclear Policies and Regulations: The challenge in governing the digital world is how to create effective 

policies and regulations that protect individual rights and welfare without stifling innovation. 

l) Analytical and Critical Abilities: Another challenge is how to train individuals to become critical and 

analytical thinkers in assessing information and participating in healthy online discussions. 

Overcoming these challenges requires a concerted effort from governments, educators, social media platforms, 

and individuals. Education about cultural literacy and digital citizenship is critical to equip individuals with the 

skills necessary to face these challenges wisely and effectively. 

3.4 Opportunities and Solutions 
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In overcoming the challenges of cultural literacy and citizenship in the digital era, there are a number of 

opportunities and solutions that can be pursued. Here are some of them: 

a) Digital Media Education: Providing comprehensive digital media education in schools and other educational 

institutions. This includes an understanding of how to access, analyze, evaluate and create digital content 

wisely. 

b) Digital Literacy Education: Focuses on digital literacy to help individuals understand technology, digital 

tools, and online platforms. This includes an understanding of how to use software, applications and online 

tools safely and effectively. 

c) Responsible Use of Social Media Training: Provides training on responsible use of social media, including 

how to manage privacy, avoid cyberbullying, and participate in constructive online discussions. 

d) Critical Skills in Media: Encourage the development of critical thinking skills in assessing information and 

news found on social media and online news sites. This can help individuals identify false or misleading 

information. 

e) Data Literacy: Education about data literacy helps individuals understand how data is collected, used, and 

manipulated in digital environments. This helps individuals become smart users in using data. 

f) Online Ethics Development: Encourage the development of positive online ethics and respect for the rights 

and views of others. This involves talking about good online norms and values. 

g) Use of Technology in Education: Leveraging technology in education to create more interactive and relevant 

learning experiences. This can include game-based learning, online learning platforms, and other digital 

resources. 

h) Awareness Campaigns: Host awareness campaigns about important issues in cultural literacy and digital 

citizenship, such as the spread of disinformation, privacy, and cyberbullying. 

i) Positive Content Development: Encourage the production and consumption of positive and educational 

content that promotes good civic values, respect for cultural diversity, and healthy social participation. 

j) Multi-Stakeholder Collaboration: Collaboration between governments, educational institutions, social media 

platforms, civil society organizations, and the private sector in developing effective cultural and civic literacy 

solutions and programs. 

k) Monitoring and Evaluation: Conduct ongoing monitoring and evaluation of cultural and civic literacy 

programs to ensure success and identify areas for improvement. 

l) Family Support: Educate families about cultural literacy and digital citizenship so they can support children 

and other family members in participating wisely in the digital world. 

By taking these steps, we can take advantage of existing opportunities to develop cultural literacy and citizenship 

in the digital era, so that individuals can participate intelligently, critically and responsibly in an increasingly 

connected digital society. 

3.5 Case study 

The following are concrete examples of how cultural and civic literacy is used or implemented in digital contexts: 

a) Case 1: Media Literacy Initiative in Schools 

In a high school in the United States, a teacher recognized the importance of media literacy and digital 

citizenship among his students. These teachers designed media literacy programs that were integrated into 

their curriculum. This program teaches students how to identify false information, how to participate in healthy 

online discussions, and how to respect the views of others in a digital environment. Students are also taught 

about the etiquette of communicating online and how to protect their privacy. 

The result is an increased student understanding of how media and the internet work. They become more alert 

to the spread of false information and are better able to speak critically about controversial issues. This program 

also helps reduce incidents of cyberbullying at the school. 

b) Case 2: Awareness Campaign on Social Media 

A non-profit organization concerned with cultural literacy and digital citizenship launched an awareness 

campaign on social media. The campaign aims to educate social media users about the dangers of spreading 

disinformation and the importance of participating intelligently in online discussions. They use social media 
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platforms to distribute infographics, short videos, and educational articles about cultural literacy and digital 

citizenship. They also invite social media users to share their experiences in identifying and overcoming 

disinformation. 

The result of this campaign is increased public awareness about the importance of cultural literacy and digital 

citizenship. Social media users are becoming more aware of the information they encounter and better able to 

filter out false or misleading information. 

c) Case 3: Digital Citizenship Literacy Project at University 

At a university, a group of students and lecturers started a digital citizenship literacy project. They created an 

online platform that allows students to participate in discussions and collaborative projects on important civic 

issues. Students are taught how to use digital technology to participate in social action and understand its 

impact. They also discuss online etiquette and how to build productive dialogue in a digital environment. 

This project succeeded in creating an online community focused on positive social change. Students learn how 

to use digital technology to participate in social action and make a difference in their communities. 

 In all these cases, cultural literacy and digital citizenship are used to empower individuals in digital environments. 

This helps them become wiser and more responsible users in an increasingly connected online world. 

4. CONCLUSION 

Developing cultural and civic literacy is a must in an increasingly connected and sophisticated digital era. Findings 

in various cases show that cultural literacy and digital citizenship have a significant role in equipping individuals 

with the skills and knowledge necessary to participate intelligently, critically and responsibly in a complex digital 

world. In the context of cultural literacy, individuals need to understand and appreciate the cultural diversity in 

the digital environment. This includes understanding cultural differences, language and social norms within digital 

platforms. Developing cultural literacy helps prevent conflict and promotes cooperation among individuals from 

different cultural backgrounds. Meanwhile, digital citizenship literacy includes individual rights, obligations and 

responsibilities in online spaces. These include the right to privacy, freedom of speech, online ethics, and active 

participation in discussion and social action in cyberspace. Understanding digital citizenship literacy helps 

individuals become responsible digital citizens and play a role in forming a better digital society. The importance 

of cultural literacy and citizenship in the digital era cannot be doubted. A society of digital information and 

interactions requires individuals skilled in online navigation, critical in evaluating information, and ethical in 

communication. With this understanding, individuals can avoid the pitfalls of disinformation, protect their 

privacy, and participate positively in developing a digital society.  

5. RECOMMENDATIONS 

Recommendations for further action include: 

a) Integrated Digital Literacy Education: More schools and educational institutions should integrate cultural 

literacy and digital citizenship into their curricula. 

b) Training and Awareness: To raise awareness about cultural literacy and digital citizenship, further campaigns 

and training should be provided to individuals, especially the younger generation. 

c) Multi-Stakeholder Collaboration: Governments, educational institutions, social media platforms and civil 

society organizations must collaborate to develop and support effective digital literacy initiatives. 

d) Online Ethics Development: Education about online ethics and responsibility in digital spaces should be 

integral to cultural literacy and digital citizenship programs. 

e) Continuous Evaluation: To ensure effectiveness, cultural literacy and digital citizenship programs must be 

continuously monitored and evaluated.  

With the right next steps, we can prepare individuals to become intelligent and responsible digital citizens facing 

the complexities of the current and future digital world. Cultural literacy and digital citizenship are a strong 

foundation for a more cultural, inclusive and participatory digital society. 
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