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Abstract. The article discusses various ways to connect and build corporate data networks, explores their features
and capabilities. In particular, the typical range of services of telecom operators, their features, and the possibilities
of their use in a corporate data network are examined. Methods of connecting to data networks include: dial-up
access, physical leased line, digital leased line in the telecom operator's network. All these communication
channels have positive and negative sides, both in the speed and quality of communication, and in the cost and
recovery methods. This article discusses the most universal and accessible type of communication - L3
Multiprotocol Label Switching multiprotocol label switching (MPLS) / Virtual Private Network - virtual private
network (VPN) solutions for combining networks at the IP level or L2 MPLS \VPN solutions for combining
networks at the IP level link level. If it is necessary to encrypt Ethernet traffic, special solution requires the
installation of additional high-performance network equipment.
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Introduction

It is known that any corporate network has its own characteristics, but they also have a lot in common. o build
distributed corporate data networks (DCDN), services provided by data network operators are usually used. The
specific service ordered from the operator depends on a number of requirements, including the availability of the
service at the desired location. This article discusses the typical range of services of telecom operators offered for the
construction of DCDN, their features, and the possibility of their use in a corporate data network.

It is known that different subsystems can be united by different, most suitable, communication channels. The
connection method should be selected based on the requirements for the data network from the applications used in
the company.[2]

Methods of connecting to data networks include: dial-up access, physical leased line, digital leased line in the telecom
operator's network. All of these listed communication channels have their pros and cons both in the speed and quality
of communication, as well as in the cost and recovery methods.

Among the methods considered, the most universal and affordable type of communication is the use of L3
Multiprotocol Label Switching multiprotocol label switching (MPLS) / Virtual Private Network - virtual private
network (VPN) solutions for combining networks at the IP level or L2 MPLS \VPN solutions for combining
networks at the IP level link level. Let's consider these types of communications separately.[4]

L3 VPN channel is currently the most actively developing service provided by data transmission operators. MPLS
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networks continued the logical development of VPN networks based on FR and ATM channels. The MPLS
network has the internal logic of IP networks - MPLS routers use IP addressing, and specially adapted IP routing
protocols are used within the MPLS network.

Connecting to an MPLS network for a client looks like connecting to a regular IP network. At the same time, the
provider can provide the client with a number of features that, when put together, make MPLS networks more
attractive than connections via Frame Relay and ATM networks, these are, first of all:[3]

- end-to-end support within the operator network for several classes of service;

- the ability to save your own IP addressing plan;

- the ability to route IP traffic between the Customer’s offices in the operator’s network;
- organization of Internet access.

End-to-end support for multiple classes of service. Now in corporate networks there is an active transition to the
so-called convergent data networks. This means that customers want to transfer all their data over a single network,
from Internet and intranet traffic to voice and video traffic. Each traffic has its own special technical requirements
for speed, delays, delay variations, acceptable packet losses and other parameters. If the customer is able to
independently control these parameters within the LAN of each office, then when transmitting data through the
global network he does not have this opportunity. This problem does not arise when using “clean channels”, in
which packets are transmitted sequentially, it is only important that the packets are sent in the right order. In the
case of a packet data network, the customer wants to be sure that his priority traffic will be served by the provider
first and with the required quality.[6]

Currently, all MPLS network providers support at least three classes of service. They can be called
differently, but the main classes are as follows:

- real-time traffic class: the service parameters of this class provide for meeting the requirements for voice and
video traffic. This means that the lowest latency is guaranteed for this class. In this case, a certain percentage of
packet loss is acceptable (usually about 1%);

- critical traffic class: intended for the transmission of traffic that is critical for the customer’s business (for
example, database transactions, transmission of application data on which the customer’s activities depend).

Typically, this class guarantees low latency and a minimum percentage of packet loss;

- “default” class: for this traffic class, usually only a threshold is set, which should not exceed packet loss
(0.5_3%). This class should include customer traffic that is not business-critical or delay-sensitive (data received
from the Internet, email, etc.).

Some providers support additional classes of service, such as a data class with a lower priority than the default
class. The described feature allows the user to organize data transfer between offices with the required quality of
service. Typically, the user must independently assign data to a particular class of service before transmitting it to
the telecom operator's network. This is done by marking IP packets with one or another operator-agreed value of
the DSCP field in the IP packet header.[5]

Classes of service support is present in Frame Relay networks, but by default there is only high- and low-priority
traffic, which determines which packets can be dropped first when congestion occurs on the link. If there is a need
to provide a larger number of classes of service, then you will need to organize several virtual channels between
all nodes and independently distribute traffic of different priorities over them.

Ability to save your own IP addressing. This feature is important for companies that already have their own LANs
and use their own, non-routable addresses to the Internet (and such companies are currently the absolute majority).
This problem does not arise at all when using dedicated (physical or digital) channels. Support for traffic routing
between offices lies in the fact that the provider’s network can be presented to the customer in the form of some
“distributed virtual router” that “knows” about the addresses used within the network and routes traffic between
them.[7]
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Customer networks can use static or dynamic routing to communicate with the provider's network. In this case,

the provider usually allows the customer to configure interaction with his network using dynamic routing
protocols and maintains a routing table for each customer separately. Dynamic routing ensures the organization
of a fault-tolerant connection of customer office networks with automatic rerouting of traffic when part of the
channels or equipment fails.

Typically, BGP is used as the communication protocol. The customer's network uses other dynamic routing
protocols OSPF, EIGRP or RIP, or static routing. In this case, the customer must arrange for the transfer of
information about available routes from one routing protocol to another.

Thus, it should be concluded that MPLS\VPN networks currently most fully provide the corporate customer with
the necessary services for creating a distributed corporate data transmission network.

Two points should be noted as features of this connection:

1. IP traffic transmitted over the operator’s network is marked to place it in a particular service class by the
customer himself using his equipment.

2. The customer must ensure traffic transmission at a speed not exceeding the agreed upon one. This requirement
appears when the provider

a connection to the network is ordered at a speed of several megabits per second, and the connection is made via
a Fast Ethernet interface with a physical speed of 100 Mbit/s. In terms of security level, VPN connections
organized through the MPLS network are equal to Frame Relay channels, i.e. it is assumed that the traffic of one
client cannot be accessed by other clients.

L2 VPN channel (usually Metro Ethernet) — to connect corporate networks at the Ethernet level, the most
suitable solution would be to use either high-speed leased channels or L2 VPN services. For the customer,
connection to L2 VPN channels is usually presented in the form of a connection to an Ethernet port (at a speed of
10 or 100 Mbit/s). In this case, the telecom operator’s network acts as a “virtual switch” that forwards packets
between the LANSs of individual offices. The number of offices is theoretically unlimited. It is possible to organize
connections between offices using Ethernet trunks (IEEE 802.1q standard). In this case, the provider uses
technology to encapsulate user VLANS into one of its VLANS using Q technology.[3]

However, with such a connection, it is often difficult to organize backup channels due to the fact that the provider
may not allow the customer’s BPDU packets to pass through its network and there is a threat of loops in its
Ethernet network. The advantages of such solutions for corporate users include low channel costs compared to
similar solutions based on MPLS networks, ease of equipment configuration and cost, and the ability to transmit
non-IP traffic.

The relatively low cost of organizing high-speed Ethernet channels allows us to consider this connection method
for connecting customer networks at the IP level with the installation of routers at the end of the channel, which
are often entrusted with the task of encrypting transmitted traffic.

Data sharing between clients in operator's Metro Ethernet networks is based on the use of VLAN-ID tags in the
provider's networks. If sensitive data is transmitted over the network, additional measures are usually taken to
ensure its security. A solution for encrypting Ethernet traffic at high speeds is not common. Therefore, if it is
necessary to encrypt Ethernet traffic, special solutions are used. In particular, it uses encapsulation of Ethernet
frames into IP packets, which are then encrypted before being transmitted to the Metro Ethernet network channels.
This solution requires the installation of additional high-performance network equipment.[5]

It is often easier and less expensive to initially plan a data network so that connections between offices are made
at the network (IP) level, or that data that requires additional security is encrypted before being transferred to the
network at the application level.
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