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Abstract: Crowdfunding has revolutionized fundraising for startups and social organizations by shifting from
traditional approaches involving banks and investors to online platforms hosted on social media or dedicated
websites. However, the proliferation of fraudulent fundraisers and illicit investors has eroded trust among
governments and social workers. The emergence of blockchain technology in recent years has introduced a
promising solution, ensuring fraud-free transactions between investors and fundraisers. Numerous blockchain-
based crowdfunding initiatives have successfully raised funds through cryptocurrencies. This study focuses on a
crowdfunding platform that harnesses the power of blockchain technology to facilitate decentralized, fast, and
secure transactions. By employing arbitrary nodes within a network pool, this platform aims to overcome the
challenges posed by fraudulent activities and establish a trustworthy ecosystem for fundraising. This research
explores the implications, benefits, and potential challenges of such a blockchain-based crowdfunding system in
the context of modern fundraising dynamics.
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1. Introduction
1.1 Overview

Crowdfunding (CF) is a widely used method for raising funds, often in small increments, from a broad audience,
or “the crowd,” to support various financial needs, including business ventures, social causes, loans, or often
financial requirements, through dedicated online platforms [1]. Fundraising is a complex process that hinges on
trust among multiple stakeholders, including donors, intermediaries, and organizations that act as custodians of
donated funds. Trust is the cornerstone of fundraising, serving as the bedrock upon which investors place their
faith and financial support in recipients. This research delves into the processes that empower investors in
fundraising endeavors through the application of blockchain technology. The objective is to automate the
fundraising process, mitigating concerns related to fraud or misallocation of frauds. This is achieved through the
use of smart contract technologies, which have applications not only in fundraising but also in sectors such as
communication and healthcare. The utilization of blockchain technology significantly bolsters investor confidence
and trust while enabling fund recipients to validate the legitimacy of funding sources, ensuring compliance with
legal requirements. The research methodology employed in this study is primarily library research, drawing from
international and national periodicals and related works to provide a solid foundation for the investigation.

1.2 Background History
1.2.1 Blockchain

The first cryptocurrency, known as Bitcoin, was introduced in 2009 and served as a marker for the blockchain.
After ten years, distributed ledger technology has become the most frequently used idea in the world. Currently,
46% of all cryptocurrencies in trade are made up of Bitcoin. But there is much more to learn about the core idea
of Bitcoin. The word "Blockchain" refers to the idea of continuously expanding recorded ledgers arranged like a
linked chain [2]. It combines features of data integrity, traceability, security, and peer-to-peer decentralization.[5]
In a linear blockchain, a normal block has three parts:

1. The hash value of the current block

2. Data value
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3. The hash value of the previous block

The Genesis block is the name given to the initial block in a blockchain. It is devoid of the prior block's hash
value. A block's value that has the previous block's hash value in it aids in the linear connection of two blocks.
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Fig. 1 A typical blockchain network is displayed

1.2.2 Cryptography

The study and application of methods for protecting data and communication from adversaries is known as
cryptography. [11] It entails developing and evaluating systems, protocols, and algorithms that guarantee the
privacy, accuracy, and legitimacy of data. A vital component of contemporary computers and information security
is cryptography. In order to guarantee the secrecy, integrity, and validity of data, cryptography is essential to the
security of information systems. It is used in many different domains, such as digital signatures, secure
communication, authentication, and sensitive data security.

key Cryptography

—— rrm I
—) goil
atagin
Encryption Decryption Hnoiaii
) Key Public Key Private -
Encryption Key Key Decryption

Fig. 2 The idea behind key cryptography
1.2.3 Smart Contract

A self-executing contract known as a "smart contract” has the conditions of the buyer-seller agreement encoded
directly into the code. [13] It is powered by a blockchain, a distributed, decentralized ledger that keeps track of
transactions over a computer network. Smart contracts eliminate the need for middlemen by enabling automated
and trustless agreement implementation. Smart contracts are used in many different industries, including supply
chain management, real estate, banking (particularly in decentralized finance, or DeFi), and more. By automating
the execution of agreements in a safe and decentralized manner, they have the ability to optimize workflows,
lower expenses, and boost the effectiveness of complex transactions.
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1.3 Supported Technologies and Algorithms
Technology Used:

Python serves as the backbone of our application, providing a robust and flexible programming environment.
Leveraging the capabilities of blockchain technology, your project ensures secure and transparent data storage
and transactions. For the user interface, HTML lays the foundation of our web pages, while CSS and Bootstrap
contribute to styling and responsiveness, delivering a visually appealing and user-friendly experience.

Consensus Algorithms:

Proof of Work (PoW): Used in blockchain networks like Bitcoin, where participants (miners) solve complex
mathematical problems to validate transactions and create new blocks.

Proof of Stake (PoS): Participants create new blocks and validate transactions based on the number of coins they
hold and are willing to "stake".

Cryptography for Security:

This technology is used for secure key generation, digital signatures, and encryption within blockchain networks.
RSA facilitates secure key generation and digital signatures, ensuring the authenticity of transactions, while SHA-
256 enhances data confidentiality through effective encryption methods. Together, these cryptographic techniques
contribute to the overall integrity and security of blockchain-based systems.

2. Traditional Crowdfunding Workflow

In the world of fundraising, each fundraising group often operates with its own unique set of guidelines and
procedures. However, at its core, [9] the fundraising process is intricately connected to four primary entities: the
donor, the fundraiser, the depository fund (typically a bank), and the fund receiver. Below is a high-level overview
of how these entities interact within a fundraising organization:

1. Donor: Donors are individuals or entities willing to contribute funds to support a cause, project, or
organization. They play a pivotal role in the fundraising process as the source of financial support.

2. Fundraiser: Fundraisers are individuals, organizations, or platforms responsible for initiating and managing
fundraising campaigns. They create a compelling narrative to attract potential donors, promote the cause, and
facilitate the collection of funds.

3. Depository Fund (Bank): The depository fund, often a bank or financial institution, serves as an intermediary
in the traditional fundraising process. It is responsible for receiving and securely holding the funds donated by
individuals or organizations. Funds are typically held in dedicated accounts to ensure transparency and
accountability.

4. Fund Receiver: The fund receiver is the beneficiary of the fundraising campaign. This entity could be a non-
profit organization, a business venture, a charitable cause, or an entity in need of financial support. They rely
on the funds collection to achieve their goals and objectives.

3. Proposed Work Plan
Crowdfunding is made of three processes:
3.1 All-or-Nothing

All-or-nothing (AON) is a crowdfunding model where a fundraising campaign sets a specific funding target that
must be reached within a predetermined time frame[6]. If the campaign does not reach this target by the specified
deadline, then the project creators do not receive any of the funds pledged, and the money is returned to the backers
or funders.

1229



Tuijin Jishu/Journal of Propulsion Technology
ISSN: 1001-4055
Vol. 45 No. 2 (2024)

3.2 Keep-It-All (KIA)

The “Keep-It-All” (KIA) crowdfunding model is a system where project creators get to keep the funds they raise,
regardless of whether they meet their funding target or goal. In other words, if a crowdfunding campaign is set up
with a KIA model, project creators will retain all the funds pledged by backers, even if the campaign doesn’t reach

the intended target[6,9].
3.3 Stretched Goals Scheme (SGS)

The “Stretched Goals Scheme (SGS)” is a crowdfunding model where the fundraising goal is designed to expand
as the campaign progresses. The Key points to this scheme can be summarized as follows:

Initial fundraising goal
Predetermined additional values
Fundraising goal expansion
Action on goal achievement.

In other words, if the campaign meets its initial funding target and subsequent milestones, the project creators are
obliged to incorporate the specified additional value into the project or deliver the promised enhancement.

These three are the three main processes of the crowdfunding fund generation mechanism.

3.4 Data Flow Diagram of Proposed System
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4, Results
4.1 Wallet

The wallet is created to store the history of transactions done by the investor.  So, it helps the investor to have
a record of all the funding he/she did.
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Fig. 4.1 Showing stored transactions in the wallet

4.2 Implementation:

Wallet Generatar Sendl Coing
Dl Lo g s ek wilit Lnter tirsaciion dekik and ik an sz erate harsacian” buten <2 gererate eur trvsaetion
S Ml S —
¥ i ey iend1sheh e AR T
S ook g
:
P e e (PR A R VA R

EXre il
[EEEN R

Aryaunt iz Send: o

i by hase ceys canis b reemarad!

+ it shae e whate < vith s

Fig. 4.2a Generated public and private key Fig 4.2 b Details Page

View Transactions
Confirm transaction details, enter a blockchain >
node url and click on "Confirm Transaction” to

Ente sactions” button 1o check all tarsactiors

<hain noce URL and click

finalize your transaction,
WAL /1210015000

Sender Address
20819f200d06092a864886f70d010101050003818d0020818902

Recipient Address:

30815f300d060922864886(70401 010105000381 84003081 8902
Amount to Send =
8 % Recipient Address Sender Address Volve  Timestamp Block

2000
T 308'SOCIE0ZaB5BEET i 7 200 Noy 11,2023, 022824 PA. 2

Transaction Signature
5ciT9ectidei25c332: Moy 1 022824 P 2

HE BLS

867f2f85a491a228121af3f8149ca72d6a8f697bal262923834c917

3 38IGO0A06092a5548867 30815300605092266438677 050 Now 11, 2023, 022928 P
Blockchain Mode LURL:
4 Bcgeclidst Hoy 11, 2023, 022528 P
hitp//127.0.0.1:5000
5 Mo 11, 203, 023311 PY 4

0609238548865,

Moy 11, 2023, 0235:11 PY. 4

= ) 5 5c3eclideizad
Cancel Confirm Transaction

Showing 110 €of & antiies Prevous 1 New

Fig. 4.2 ¢ Confirmation Page Fig. 4.2 d Transactions History

1231




Tuijin Jishu/Journal of Propulsion Technology
ISSN: 1001-4055
Vol. 45 No. 2 (2024)

A wallet is generated which stores and shows the transaction data of the user done in a crowdfunding platform.
So, it helps the user to keep track of all his transaction data history.

5. Conclusion

In summary, blockchain technology offers several advantages for fast and secure fund transfer within a fund
generation platform, benefitting society in various ways. Ultimately, it is determined that blockchain-based
crowdfunding is a relatively new idea within the ICT world. Up till now, the solidity compiler has been used to
successfully write and compile the solidity code for the campaign contract. Bytecode was the Solidity compiler's
output, and the interface was implemented into the blockchain. A decentralized web application with a Ul for
starting new projects, adding to existing ones, submitting new requests, approving requests, and completing
requests is made once the project is deployed. The blockchain's application to crowdfunding is currently in its
exploratory phase, requiring the resolution of certain legal and technical obstacles. Our suggested work has a
bright future and plenty of room for development given the advancement of blockchain. In the future, any ideas
realized through the suggested crowdfunding application will be able to advance the research project in a more
straightforward and secure manner.
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