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Abstract:- This research aims into the transformative potential of quantum computing in the financial sector,
underlining its ability to revolutionize risk management, portfolio optimization, and encryption methods. The
integration of quantum technology with classical systems is emphasized as a symbiotic relationship that
enhances efficiency and precision in financial tasks. A systematic literature review methodology is employed to
investigate the development of the financial sector with quantum computing, A total of 186 studies were
identified and 13 are selected and included in the review. These 13 journals were selected based on their
relevance to the research topic, the quality and impact factor of the journal, the reputation of the authors who
publish in the journal, and the rigor of the peer review process. The result indicates the integration of quantum
technology in finance holds the potential to revolutionize trading optimization, risk management, and
compliance processes, positioning early adopters at the forefront of innovation. The study advocates for
sustained efforts in quantum machine learning and reinforcement learning applications to bridge the gap
between theoretical potential and practical realization in the financial domain.
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1. Introduction

Quantum computing signifies a revolutionary shift in the domain of information processing, leveraging the
tenets of quantum mechanics to conduct computation on an unprecedented scale. Fundamentally, it relies on
quantum bits, or qubits, endowed with the extraordinary ability to concurrently exist in multiple states owing to
principles like superposition and entanglement. This unique characteristic empowers qubits to concurrently
embody both 1 and 0, introducing a novel dimension of computational possibilities.

In the financial domain, classical computing has been instrumental in tasks such as risk assessment, algorithmic
trading, and portfolio management. Nevertheless, as financial models become more intricate, classical systems
face challenges in efficiently handling complex optimization scenarios. Quantum computing holds significant
potential in transforming financial analytics by providing unparalleled speed in resolving optimization problems
and bolstering cryptographic protocols, thereby enhancing the security of financial transactions.

The application of quantum mechanics to finance is not a new concept, as some outstanding finance problems
can be formulated explicitly within the framework of quantum mechanics. From previous research, has been
known that the Schrddinger equation can be used to represent the Black-Scholes-Merton formula, explaining the
arbitrage relationship that drives its development. Furthermore, the comprehensive dynamics of financial
markets can be conceptualized as a quantum process, where important financial parameters, such as covariance
matrices, materialize organically [1].

As quantum computing progresses, its integration with classical financial systems emerges as a symbiotic
relationship with the potential to reshape the industry landscape. Instead of aiming to replace existing
technologies, quantum computing strives to complement classical systems, offering solutions to computational
bottlenecks and enabling the financial industry to navigate complexities with newfound efficiency and precision.

5808




Tuijin Jishu/Journal of Propulsion Technology
ISSN: 1001-4055
Vol. 44 No. 6 (2023)

The efficiency promised by quantum computers extends to computations practically infeasible for classical
counterparts to complete within a reasonable timeframe. While the speedup for various tasks may vary, and in
some instances remains unknown, the potential transformative impact, if realized, is substantial. However,
discovering these speedups is a challenging task, and even when identified, the underlying quantum hardware
must possess sufficient power to minimize errors without introducing an overhead that nullifies the algorithmic
advantages.

An additional consideration in the discussion of the progress of quantum computing is the accessibility from
open-source software initiatives, an important factor in reducing the learning curve for quantum computing and
accelerating its adoption. The ease of understanding, formulating, and implementing complex mathematical
models on quantum computing hardware has been enhanced by the development of open-source software
projects. According to IBM Research Blog [2], the coming decade is anticipated to mark a milestone period for
quantum systems, witnessing the establishment of a real hardware ecosystem that will serve as a foundation for
the further advancement of quantum computing.

Research in quantum computing concentrates on developing algorithms that efficiently solve practical problems
and constructing robust hardware platforms to execute these algorithms. Understanding the specific problems
that can derive the most benefit from quantum computing and assessing the extent of these advantages is crucial
for fully harnessing its revolutionary power when production-grade quantum devices become available. In
essence, the financial industry stands at the threshold of a transformative era, where the integration of quantum
and classical computing has the potential to redefine how financial tasks are approached and executed [3].

2. Methods

This research is a systematic literature review with descriptive and qualitative methodology to investigate the
development of the Financial Sector in various systems incorporating the concept of "Quantum Computing".
Regardless of the field of study, the establishment and correlation of research with pre-existing knowledge serve
as the essential underpinning for all scholarly research endeavors. Consequently, prioritizing precise integration
emerges as imperative for scholars universally. Hence, the escalating relevance of the literature review as a
research approach. The literature review, illustrated in Fig 1, embodies a systematic and exhaustive exploration
of prevailing research pertaining to a specific subject. A diligently conducted literature review stands as a
foundational stride in advancing knowledge and formulating theories, as emphasized by Snyder (2019). The
following keywords were used to search the Scopus database. Keywords: “Quantum” AND “Computing” OR
“Algorithms” OR “Prospect” OR “Computational” AND “Finance”. This query can be written as Quantum
AND Computing OR Algorithms OR Prospect OR Computational AND Finance.

3. Results
The Characteristic of Research

A literature review of 189 documents retrieved from the Scopus database was conducted to identify research
exploring the intersection of the themes “Quantum Computing”, “Algorithms”, “Prospect”, “Computational
Finance” within the past two years (2022-2023). The search results were further refined to 102 documents by
limiting the keywords to exact matches. Limiting journal reviews to the last 2 years offers several advantages in
the context of academic research and staying up-to-date with the latest developments and also this research is
issued to Finance Advancements. (Figure 1. The Preferred Reporting Items for Systematic Reviews and Meta-

Analysis (PRISMA) of this research.)
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This research delves into various sectors, including economy, engineering, financial implications, environmental
sciences, and quantum computing systems, by exploring the interplay of keywords such as "Quantum
Computing," "Algorithms," "Prospect," and "Computational Finance." The investigation spans across diverse
domains to comprehensively examine the implications and applications of quantum computing algorithms in
areas critical to both theoretical and practical aspects. By encompassing these key sectors, the study aims to
provide a holistic understanding of the potential advancements and challenges posed by quantum computing in
shaping the landscape of economy, engineering, financial strategies, environmental considerations, and the
development of quantum computing systems.

Applying Quantum Computing to Financial Services

In the ever-evolving landscape of finance, the integration of quantum technology stands poised to revolutionize
traditional approaches to problem-solving, ushering in a new era of unprecedented advancements. The potential
advantages of harnessing the power of quantum computing in addressing financial challenges, particularly in the
realms of targeting and prediction, trading optimization, and risk profiling, are both profound and
transformative.

At the forefront of this technological paradigm shift is the promise of quantum computing to deliver remarkably
efficient solutions for complex combinatorial optimization problems that have long perplexed conventional
computational methods. The applications extend across trading and asset management, presenting an
opportunity to optimize decision-making processes, enhance portfolio management strategies, and unlock
previously untapped avenues for financial growth.

The integration of quantum technology in financial domains not only holds the key to unparalleled optimization
in trading but also serves as a catalyst for elevating risk management practices to unprecedented levels of
sophistication. Quantum computing's inherent ability to process vast datasets and perform complex calculations
at speeds previously deemed unattainable empowers financial institutions to navigate intricate risk landscapes
with greater precision and foresight.

Moreover, the transformative impact extends to the realm of compliance within financial services. Quantum
technology offers the potential to streamline and fortify risk management and compliance processes, ensuring
that financial institutions operate with heightened integrity and adherence to regulatory standards. This not only
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mitigates risks associated with regulatory non-compliance but also enhances the overall resilience and
trustworthiness of the financial ecosystem.

In essence, the application of quantum technology in finance heralds a paradigmatic shift, unlocking the door to
unparalleled advancements in targeting and prediction, trading optimization, and risk profiling. As financial
entities increasingly embrace quantum computing, they position themselves at the vanguard of innovation,
equipped to navigate the complexities of modern financial landscapes with unprecedented efficiency and
foresight. The synergy between quantum technology and financial solutions promises a future where the
boundaries of what is achievable in the financial sector are continually redefined, ushering in a new era of
precision, optimization, and resilience.

In the realm of financial services, quantum computing has found specific applications across three main
categories: targeting and prediction, trading optimization, and risk profiling. The technology's combinatorial
optimization capabilities offer significant advantages in navigating the complexities of modern trading
environments. Investment managers stand to benefit by enhancing portfolio diversification, rebalancing
investments more precisely, and streamlining trading settlement processes in a cost-effective manner. Quantum
technology's potential extends to addressing uncertainty and constrained optimization in financial problem-
solving, providing a substantial advantage for early adopters. Imagine the ability to uncover dynamic arbitrage
opportunities invisible to competitors, ensuring greater compliance, enhanced customer engagement through
behavioral data, and faster responses to market volatility. The scalability of quantum computers is particularly
advantageous in solving exponentially scaling combinatorial optimization problems encountered in trading and
management. As financial institutions face increasing pressure to balance risk, hedge positions effectively, and
comply with regulatory requirements, quantum computing presents a promising solution for managing the
complexities of liquidity, derivatives pricing, and risk measurement. In essence, quantum computing offers a
revolutionary approach to financial problem-solving, providing faster, more cost-effective, and tailored
solutions compared to classical machines.

Feasibility and Potential of Quantum Computing in Financial Risk

Quantum computing presents a promising avenue for accelerating specific mathematical challenges beyond the
capabilities of traditional algorithms. In a recent paper, researchers delve beyond textbook illustrations,
exploring crucial model features and their quantum implementations. However, the current capacity of quantum
systems, measured in terms of 'qubits,’ imposes significant limitations on simulating risk factors and accurately
depicting their distributions. This constraint, combined with the inherent 'noise' patterns in quantum circuits,
hampers the practicality of risk measurement applications for real-life scenarios. Consequently, despite the
potential advantages, the business case for transitioning to quantum solutions is currently weakened by these
technological constraints. The analysis underscores that, until these limitations are addressed, the realization of
quantum computing's potential in risk management remains a challenge for the foreseeable future [4].

Quantum computing has the potential to transform the financial services industry by solving specific problems
not feasible on classical hardware. The development of quantum computing is motivated by the expected
disruption and theoretical speedup compared to classical computers. However, it is challenging to estimate when
the technology will be available to fully exploit the potential of these algorithms [5].

In the realm of quantum computing, particularly in well-established domains like risk assessment, initial
skepticism is anticipated due to the relatively recent nature of the technology. This skepticism becomes more
pronounced when considering its application in computing regulatory capital requirements, requiring approval
from supervisory authorities. The initial enthusiasm displayed by banks is gradually diminishing, given the
considerable distance to go before a readily available quantum computing technology is realized.

From a computational perspective, the business case is currently weak in areas like market and counterparty
credit risk, as even large financial institutions can perform ‘traditional’ calculations within a matter of minutes or
a few hours [6], [7]. The quadratic speed-up of Monte Carlo simulations does not eliminate significant hurdles.
While the pricing of derivatives, including complex ones, has been theoretically established, the immediate need

5811



Tuijin Jishu/Journal of Propulsion Technology
ISSN: 1001-4055
Vol. 44 No. 6 (2023)

for a widespread implementation is unclear. However, for challenges that have been historically challenging,
such as portfolio optimization, there is potential for early real-world applications of quantum computing in the
field of risk. These problems may present more favorable prospects for the initial wave of practical quantum
computing applications [4].

Quantum computers are expected to have a substantial impact on the finance industry, providing considerable
asymptotic speedups over classical methods for Monte Carlo methods, portfolio optimization, and machine
learning. Quantum algorithms for finance fall into two categories: those feasible in near-term quantum
computing hardware of the next several years, and those which will require substantially more advanced
quantum hardware (i.e. fault-tolerant quantum computers) to run. Quantum machine learning algorithms with
potentially significant polynomial speedups have been proposed for many fundamental machine learning tasks

[8].

On previous research, result of the growth in the types and size of data sets and the development of high-
performance machine learning algorithms for a wide range of data analysis tasks. Notably, quantum machine
learning algorithms exhibiting the potential for considerable polynomial speedups have been put forth for a
multitude of foundational machine learning assignments. The concept of reinforcement learning is pertinent to
scenarios wherein a machine learning algorithm engages with an environment, executing actions that induce
changes in the environment's state, all with the overarching objective of optimizing a reward function [8].

Recent investigations, propose that the application of reinforcement learning to algorithmic trading holds
promise within the realm of finance [9]. It is noteworthy that quantum reinforcement learning stands as a
relatively recent area of exploration. The quest for identifying comprehensive applications of quantum
reinforcement learning in finance, showcasing substantial enhancements in speed compared to classical
algorithms, represents an avenue for future research [10].

This research delves into the multifaceted landscape of quantum computing, uncovering its potential to provide
substantial computational advantages over classical computing. The study not only highlights the promising
aspects of quantum computing but also identifies critical research gaps and open challenges. A comprehensive
examination is undertaken, encompassing quantum software tools and technologies, post-quantum
cryptography, and the evolution of quantum computer hardware. In the taxonomy section, the classification of
quantum computing technologies is meticulously carried out based on diverse features and operations. Firstly,
the basic characteristics of quantum computing are explored, encompassing qubit implementation, classification
grounded in quantum computing technology, and the incorporation of performance metrics. This examination
seeks to understand how qubits can be effectively implemented and represented. Subsequently, algorithmic
characteristics are investigated, emphasizing the realization of quantum computing techniques through the
implementation [11].

Predicting the Potential of Financial Crashes Using Quantum Computing

Two research papers demonstrate the utilization of quantum computing for predicting financial crises, both
adopting a similar approach. Orus et al.'s paper [12] provides a detailed exposition of the foundational aspects,
while the subsequent paper by Y. Ding et al. illustrates the application of this methodology on a quantum
annealer, presenting corresponding outcomes [13].

Within the financial network encompassing banks, companies, and individuals, various institutions hold a
portfolio of assets. The crucial inquiry revolves around identifying changes in asset values that might precipitate
a substantial decline in the market worth of these institutions, leading to a financial crash. Orus et al. [12]
contend that solving such problems is exceptionally challenging, even for elementary models, rendering them
nearly insurmountable for classical computers. Despite the complexity, the issue holds paramount significance
from regulatory and macroeconomic perspectives.

In response to this challenge, OrUs et al. [12]propose a nonlinear network model tailored for financial markets to
forecast potential financial crashes. Their primary contribution lies in the adept formulation of a Quadratic
Unconstrained Binary Optimization (QUBO) expression that encapsulates the problem intricacies. Additionally,
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they outline a methodology for efficiently finding a solution using a quantum annealer. Y. Ding et al.
subsequently validate this algorithm's efficacy by implementing it on a quantum annealer [13]. The authors
assert that this work marks the initial evidence supporting the utility of quantum computation in the realm of
quantitative finance, facilitating institutions in anticipating risks. The authors acknowledge the necessity of a
next-generation quantum processor to handle more extensive networks and perform computations relevant to the
financial industry. That achieving this outcome promptly could be feasible through the development of a
problem-specific quantum annealer.

Security in Financial Advancements through Quantum Computing

A fundamental dimension of quantum computing lies in its capacity to break conventional encryption
algorithms, which have historically been the foundation framework for ensuring the security of electronic
payments for decades. Quantum computers introduce the potential for hackers to decipher sensitive information,
thus endangering the security of financial transactions.

With the development of quantum computing, enterprises and financial institutions must recalibrate their
security protocols to protect electronic payments. The incorporation of post-quantum cryptography becomes
imperative in a landscape where traditional encryption approaches may prove insufficient. The adoption of post-
quantum encryption algorithms requires time and resources. However, it plays a critical role in the protection of
sensitive financial data. The transition to these innovative methods will require a collaborative effort involving
business, government, and technology specialists [14].

Developed by mathematician Peter Shor in 1994, Shor's algorithm is a quantum algorithm that can efficiently
factor large composite numbers. It has become very important because of its huge implications for computer
security and cryptography [15]. The formidable challenges posed by the factorization of large numbers form the
cornerstone of the security of many modern encryption techniques. Traditional computational methods face
significant time constraints in solving the difficult task of factorizing large numbers, often taking years. The
rapid solution offered by Shor's algorithm on quantum computers poses a serious threat to the effectiveness of
modern encryption schemes.

Quantum computing, with its ability to process vast amounts of data and identify patterns that are difficult or
impossible for classical computers to detect, has the potential to bring great benefits to fraud detection. Quantum
computing offers the prospect of analyzing a wide range of data sources, including transaction records, social
media, and other public information, to identify instances of fraudulent activity. In addition, by enhancing
cybersecurity efforts, quantum computing can provide banks with enhanced encryption techniques to protect
sensitive data, mitigating the risks associated with data breaches and various forms of cyber-attacks, preventing
financial losses. Despite its promising potential, the application of quantum computing to fraud detection in the
banking sector is still at an early stage of development, requiring significant research efforts to formulate the
necessary algorithms and infrastructure for practical implementation. Nevertheless, the expected benefits
underline the potential importance of quantum computing as a key technology for the future of the banking
industry [16].

Quantum computing can revolutionize data encryption, an important aspect of financial operations. Quantum
encryption systems, exemplified by quantum key distribution (QKD), utilize the principles of quantum
mechanics to establish secure communication channels between entities. QKD facilitates the transmission of
cryptographic keys through qubits, making it hack-resistant based on the principles of quantum physics.
Implementing this technique has the potential to increase the security of financial transactions by protecting
sensitive data from potential attackers.

Implication Managerial

The advent of quantum computing presents profound managerial implications for the financial industry. The
integration of quantum technology into financial services introduces transformative opportunities in risk
management, portfolio optimization, and encryption methods. Quantum computing enables adept handling of
intricate simulations and concurrent analysis of diverse risk factors, allowing for the optimization of risk
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management models through efficient processing of substantial datasets. However, the resource-intensive nature
of implementing quantum computing solutions, especially in portfolio optimization, requires strategic allocation
of resources by financial institutions.

Moreover, the threat posed by quantum computers to traditional encryption methods emphasizes the urgent need
for financial organizations to invest in quantum-safe infrastructure, revising cryptographic protocols and
incorporating quantum key distribution for secure communication. The potential of quantum machine learning
algorithms further underscores the importance of collaborative ventures with research institutions and quantum
technology companies to gain valuable insights and effectively integrate quantum computing into operational
frameworks.

As practical implementations of quantum computing are still in their nascent phases, financial managers must
remain vigilant, tracking advancements, and adjusting strategies accordingly. Additionally, the transition to
qguantum computing in finance necessitates meticulous consideration of ethical and regulatory implications to
ensure a responsible and compliant integration into existing frameworks. The collaborative efforts between
business, government, and technology specialists become paramount to secure and efficiently navigate the
transformative landscape introduced by quantum computing in the financial sector.

4. Conclusions

Quantum computing has the potential to revolutionize various industries, including finance. The implications for
financial management are wide-ranging and can significantly impact how organizations operate. The
augmentation of risk management models through quantum computing facilitates adept handling of intricate
simulations and concurrent analysis of diverse risk factors. This technological advancement facilitates the
optimization of risk management models by efficiently managing substantial datasets and executing intricate
calculations.

In the ever-evolving landscape of finance, the integration of quantum technology stands poised to revolutionize
traditional approaches to problem-solving, ushering in a new era of unprecedented advancements. The potential
advantages of harnessing the power of quantum computing in addressing financial challenges, particularly in the
realms of targeting and prediction, trading optimization, and risk profiling, are both profound and
transformative.

The potential of quantum computers poses a threat to traditional encryption methods, and the compromise of
widely employed cryptographic techniques is a significant concern. Considering this, financial institutions are
urged to allocate resources towards the development and implementation of encryption methods resilient to
quantum threats, ensuring the security of sensitive data and transactions in an evolving technological landscape.

The capacity of quantum computers to address intricate optimization problems offers the potential for more
precise and efficient portfolio optimization. However, the implementation of quantum computing solutions is
resource-intensive. Quantum computing, through its ability to rapidly evaluate diverse asset combinations and
risk factors simultaneously, can significantly contribute to the optimization of large and complex investment
portfolios.

In anticipation of potential challenges arising from quantum computers, financial institutions are advised to
initiate investments in quantum-safe infrastructure. This encompasses the revision of cryptographic protocols,
the incorporation of quantum key distribution for secure communication, and the formulation of strategies to
fortify the protection of sensitive data.

Quantum machine learning algorithms present an avenue for deploying pattern recognition and predictive
analytics within the realm of finance. Collaborative ventures with research institutions and quantum technology
companies offer financial managers valuable insights into burgeoning quantum applications, facilitating the
effective integration of quantum computing into their operational frameworks.
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This research delves into the multifaceted landscape of quantum computing, uncovering its potential to provide
substantial computational advantages over classical computing. The study not only highlights the promising
aspects of quantum computing but also identifies critical research gaps and open challenges.

It is crucial to acknowledge that despite the considerable potential of quantum computing, practical
implementations are currently in their nascent phases. Financial managers should remain vigilant in tracking
advancements within the field and adjust their strategies accordingly. Moreover, the transition to quantum
computing in finance necessitates meticulous consideration of ethical and regulatory implications to ensure a
responsible and compliant integration into existing frameworks. The collaboration between business,
government, and technology specialists becomes crucial to ensure the secure and efficient integration of
quantum computing into the future of financial services.

Limitations and Future Research

In the realm of future research recommendations, it is imperative to undertake a meticulous analysis of various
facets, encompassing implementation aspects, performance evaluation, and seamless integration within
application scenarios. Moreover, rigorous testing against vulnerabilities inherent in code-based cryptosystems
remains a crucial avenue for exploration. Additionally, an exploration into the vast landscape of private, public,
and consortium-based Blockchain networks specifically tailored for diverse applications is essential.
Concurrently, the trajectory of future research in this study extends to the realm of quantum finance
applications, requiring continuous investigation into the evolution of quantum algorithms and advancements in
quantum hardware. This ongoing pursuit aims to bridge the gap between theoretical potential and practical
realization. Furthermore, the study advocates for sustained research efforts in the domain of quantum machine
learning, with a focus on unlocking potential polynomial speedups vis-a-vis classical machine learning
algorithms, particularly in the intricate field of mathematical finance. Lastly, the study underscores the necessity
for future work in quantum reinforcement learning for finance, with a dedicated aim to unearth end-to-end
applications boasting substantial speed advantages over their classical algorithm counterparts.
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