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Abstract 

Due to rapid advancement in World Wide Web and increased usage of internet, there is an extensive growth 

in Internet of Things (IoT). The IoT makes possible the operations smooth by enabling constant connectivity, 

granting internet access to all computing devices. Integrating and managing numerous devices is challenging 

with traditional methods. Nevertheless, social networks make it easier to establish communication between 

people. The Social Internet of Things (SIoT) enables objects to establish social connections based on human 

preferences. Diverse IoT devices interact to establish relationships by considering shared type of devices, 

attributes, and features. As Social Networks (SN) hold more and more data, they are more vulnerable to 

attacks by malware. As a result, malware detection is becoming a critical concern in the Internet of Things. 

Security can be significantly impacted by sociality in a number of ways. Advanced malware attacks must be 

identified using a method that is quick, dependable and efficient. This paper involves machine learning-based 

malware detection which looks threat identification at cyber security level and protection in the SIoT. The 

most advanced hyperparameter optimization framework (OPTUNA), which is used to detect malware from 

the Message Queuing Telemetry Transport (MQTT) dataset, was employed in this study. Furthermore, to 

regulate independent OPTUNA-based sampling algorithms, the proposed paper employs the Tree-Structured 

Parzen Estimator (TPE), which may be used to find quantization settings that maximize accuracy while 

minimizing latency. Moreover, the proposed OPTUNA based TPE sampler for LGBM model has 

accomplished the best Micro F1 score(accuracy) as 0.83 than the other classifier for identifying the types of 

malware attacks in SIoT. 

Keywords: Internet of Things (IoT), Social Internet of Things (SIoT), OPTUNA framework, Tree-

Structured Parzen Estimator (TPE), Malware detection. 

 

Introduction 

The rapid advancements in IoT are predicted to lead to a significant increase in the number of connected devices. 

It is anticipated that the exponential growth of these interconnected devices would result in an impressive 41 

billion gadgets being incorporated into the Internet of Things by 2025 [1]. There are several scalability challenges 

facing the Internet of Things.  In this the most important issue is the scalability explosion. The sensing layer [2] 

experiences a surge in data, the network layer [3] sees a proliferation of connections, and the applications layer 

[4] witnesses a growth in services within the IoT. IoT device characteristics have evolved over time where 

everything is autonomous. IoT refers to an alternative reality where objects like sensors, smartphones, and 

actuators have individual identities. Although they differ in terms of operating systems, platforms, communication 

protocols, and associated standards, among other things, they ignore these distinctions when communicating with 

one another. To satisfy the needs of its users, each device must establish communication with other objects in its 

immediate environment. 

https://www.sciencedirect.com/topics/engineering/internet-of-things
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The objects in the upcoming generation of IoT are socially interconnected, making them intelligent and interactive 

[5]. Through the integration of physical devices with their social dimension, they can now understand the social 

context of their users and perform entirely novel computing tasks [6]. However, a new class of SN application 

that may function at the Unit IoT level has emerged as an outcome of online SN. Consequently, there has been a 

rapid growth in the social links between IoT entities, including relationships between users and devices. These 

partnerships are enabling IoT applications with essential features including social recommendation services, 

community administration, etc. But the growing quantity of these ties, together with their diverse social 

characteristics, has created a bottleneck that keeps the IoT from keeping the relationship to enhance the services 

it offers and personalize the material it delivers. 

The integration of social media and the Internet of Things has led to the creation of a novel paradigm called SIoT. 

This model creates an ecosystem that makes it possible for users and tools to communicate. SIoT offers a distinct 

advantage over traditional IoT by the interaction among devices to facilitate distributed and autonomous learning 

about each other. In the SIoT, object is used to refer to each device, and each object has the capability to influence 

other objects. In the context of IoT, SIoT are crucial in creating an interaction between people and social objects 

with a network of objects [7].  Smart objects enable digitization of applications, making processing simple and 

effective. Data aggregation is used to organize and deduce the information gathered from social media platforms. 

 

Figure.1 Taxonomy of SIoT data creation 

The taxonomy of SIoT data creation is shown in Figure 1. It includes device types, object profiles, and object 

descriptions. Every component includes the brand and model of the device as well as private and public, stationary 

and mobile devices. Data within the SIoT framework are generated by devices falling into these specified groups. 

Data aggregation entails gathering data from the devices, combining it, and transmitting it to the base station. 

Several approaches are employed for data aggregation, including in-network aggregation, cluster-based 

aggregation, and tree-based approaches. In the cluster-based approach, the area of interest is segmented into 

numerous clusters. A cluster head is chosen inside each cluster for data aggregation process. Instead of 

transmitting the data directly to the base station, each individual device detecting the data sends it to the cluster 

head within the same cluster. This leads to significant energy savings in a network. The benefits of data 

aggregation in a cluster-based approach include reduced traffic load, energy conservation, robustness, correctness 

of information, and less redundancy. 

IoT devices have many advantages, but there are drawbacks as well, including security, privacy, and data 

management issues when they are widely used. There is a greater chance of cyberattacks, data breaches, and 

illegal access as the number of connected devices rises. The security of IoT devices and the information produced 

by them must thus be given top priority, which calls for the creation of strong security mechanisms, protocols, 

and best practices. Furthermore, managing attacks by malware is among the primary obstacle in the IoT domain. 

Malicious programs or code that can harm or interfere with the operation of endpoint devices is referred to as 
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malware [8]. Devices infected with malware may be utilized by unauthorized users or for unintended purposes. 

Malware frequently takes the form of worms, ransomware, adware, spyware and Trojan horses [9]. 

Furthermore, because these devices have little amounts of RAM, storage, processing power, and security update 

capability, they are especially susceptible to malware attacks [10]. In order to address the expansion of social 

relationships, SIoT tools are required to communicate the social characteristics of their users with both internal 

and external applications. This allows the services to be customized based on the social context of the users. 

However, the sensitive nature of users' exposes them to vulnerability in the event of leaking data possibly resulting 

in socially engineered attacks on the SIoT network. With the extensive array of interconnected SIoT devices 

levels, data sharing rights becomes quite difficult. As a result, developing reliable and precise techniques is 

essential to reducing the negative effects of such attacks. While network systems employ machine learning (ML) 

techniques to detect and prevent malware, creating an efficient ML model that can correctly identify and stop IoT 

malware remains a difficult task. 

In this research, a Lazy Classifier (LC) instance is generated to predict outcomes for each observation by 

aggregating predictions from multiple models. The framework is required to align the data for each model, employ 

metrics to assess the highest accuracy among models for the current dataset, and ultimately select the optimal 

model. The effectiveness of any classification algorithm is largely dependent on its ideal hyperparameters. The 

best set of hyperparameters can be chosen to increase the classification algorithm's accuracy. 

To determine the ideal hyperparameter values for the ML model, an advanced hyperparameter optimisation 

framework [11] was used in this investigation for identifying the types of malware attacks in SIoT. As a result, 

among the available hyperparameters, the best appropriate set was chosen for this investigation. The OPTUNA 

framework modifies the hyperparameters based on ongoing learning from prior optimisations. Additionally, this 

research work make use of TPE technique which can handle independent sampling techniques and leads to a faster 

and more effective convergence. 

Primary contributions of this research work is outlined as follows: 

● To develop machine learning models for the classification problem and subsequently train them utilizing 

the pre-processed dataset. 

● To assess machine learning models using different performance measures for the purpose of identifying 

the most suitable model, employing LP classifier. 

● To optimize the hyperparameters using OPTUNA based TPE sampler to fine tune the model and validate 

that the suggested configuration enhances accuracy performance. 

● To compare selected models and conclude on the most robust classification model to accurately detect 

the type of malware attack in SIoT based on the performance metrics. 

Literature Review 

This section presents an overview of the studies conducted by various experts in the domain of SIoT, IoT in 

malware detection, and various optimization models are presented. 

Maran et al [12] emphasizes the security aspects of IoT sensors or devices. Machine learning (ML) algorithms are 

employed for the identification and exploration of malware within a dataset derived from an (IoT) device. The 

paper determines the superior algorithm that demonstrates greater success in malware detection within the dataset 

and evaluates the associated accuracy. The Random Forest algorithm yielded optimal results, yielding a 96% 

accuracy score, demonstrating superior results. Ali Mehrban and Pegah Ahadian [13] presented a hybrid CNN-

LSTM model for the identification of IoT malware, and its performance was systematically assessed in 

comparison to established methods. The utilization of the CNN algorithm facilitated the construction of an 

advanced learning model, while the LSTM classifier demonstrated elevated accuracy in the classification process. 

This study provides a foundation for enhancing security measures in IoT ecosystems to make them more resilient. 
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Lee et al. [14] study aims to assess the feasibility of detecting IoT malware in comparison to benign entities, and 

to explore the classification of different malware family types. These incorporate low-dimensional and fixed 

length features into machine learning models by utilising opcode category information. The performance results 

classification and malware detection achieve an accuracy exceeding 98.0%. The results obtained from 

experiments demonstrate the performance and resilience of the presented features in accurately distinguishing 

various categories of IoT malware from benign entities. Jeon et al. [15] introduced a dynamic analysis 

methodology for detecting malware in IoT. The system calls, network activity, virtual file system (VFS), process 

and memory are among the essential components of this method. Rey et al. [16] leveraged network traffic packets 

from malware-infected IoT devices as input features in their analysis. Researchers are exploring the correlation 

or relationship among IoT malware, as IoT malware recurrently utilizes shared functions. Consequently, it has the 

capability to reconstruct family lineage and trace evolution processes [17]. Dhelim et al [18] explore the 

implications of IoT on addressing the challenge of social relationships proliferation, managing social relationships 

and examine proposed solutions employing ASI. Khelloufi et al [19] introduced a mechanism that utilizes social 

linkages among owners of IoT devices. This recommendation relies on the various connections among the service 

provider and requester. They also introduced a boundary-based technique for community detection, which is used 

to create communities of socially connected devices. Abdelghani et al. [20] emphasize the significance of trust 

management in SIoT, highlighting it as a crucial factor establishing a trustworthy and secure data exchange, 

particularly in the context of Quality of Service (QoS) for offered services. Consequently, they contribute a 

comprehensive survey article addressing trust models, types, associated properties, challenges, requirements and 

SIoT limitations. A secure relationship emphasizes two essential components as trustee and trustor, created on the 

basis of mutual benefits and influenced by various framework like time and location. Roopa et al. [21] discussed 

an extensive systematic review in accordance with SIoT, examining the contemporary articles to address few key 

aspects in SIoT such as object relationships and trustworthiness. The objectives were to enhance link connections 

among objects in networks while enumerating the fundamental prerequisites of the SIoT network. Elshewey [22] 

presents the hyOPTGB model, utilizing an optimized gradient boosting (GB) classifier for HCV disease 

prediction. By optimizing the hyperparameters with the OPTUNA framework, the accuracy of the model is 

improved. In comparison to alternative machine learning designs, the hyOPTGB model demonstrated high 

performance, attaining a 95.3% accuracy rate. Watanabe [23] explores the identification of roles played by 

individual parameter and examining the influences on optimization of hyperparameters. This paper elucidates the 

utilization of TPE, a Bayesian optimization methodology, extensively employed in contemporary parameter 

tuning frameworks. The outcomes illustrate the high performance of our TPE in comparison to prevailing TPE-

relevance packages, including Hyperopt and Optuna. It can achieve better performance than the most advanced 

BO techniques with far less iterational work. An adaptation of the Tree-structured Parzen Estimator (TPE), known 

as c-TPE for constrained optimization, is presented by Watanabe and Hutter [24]. This addition is made possible 

by the simple factorization of AFs. The investigation shows that c-TPE remains powerful across different 

constrain stages, displaying the most superior average rank performance compared to existing approaches, with 

statistically notable outcomes observed in 81 settings that encompass search spaces featuring categorical 

parameters.   

Dataset Description 

The dataset is composed by 8 MQTT sensors with different features. Each component of a real network is defined 

in the dataset, which is made up of IoT sensors based on MQTT. In the IoT context sensors in a smart home 

environment gather data on temperature, light, humidity, CO-Gas, motion, smoke, doors, and fans over a range 

of time intervals because each sensor behaves differently from the others. Initially the dataset contains a total of 

330926 records, and it has 34 attributes described in figure 2. It has several raw network packets in it. The dataset 

contains six major attack categories such as Bruteforce, DoS, Flood, legitimate, malformed and slowite. This 

dataset is divided into a test set with 30% of the records and a training set with 70% of the records. 
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Figure 2 Attributes of MQTT dataset for SIoT 

Dataset Preprocessing 

Preprocessing the data involves identifying any missing values within the dataset, which can be achieved using 

the null().sum() function in the Pandas library. This function helps count the occurrences of missing values. This 

data set appears to be missing no values upon review. After missing imputation, the data is pre-processed using 

Robustscaler and label encoder to handle scaling the all-variable unit as unique.  Scikit-Learn offers the Label 

Encoder class for this reason, which allows you to convert all string values to float values. It provides a unique 

numerical value for every category in a variable, making it easier for ML algorithms to examine and comprehend 

the data. After removing the median, RobustScaler scales the data using the quantile range. The dataset contains 

a total of 4115 with 14 attributes. Figure 3 displays the pre-processed data. 

 

Figure 3 Pre-processed attributes for SIoT 
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The heat distribution map, which is displayed in Figure 4 displays the correlation matrix between the 21 elements 

in the MQTT dataset based on IoT sensors. Figure 5 displays correlation analysis between 14 factors MQTT 

dataset with dropping out few datasets. 

 

 

Figure 4 Correlation analysis between 21 factors MQTT dataset based on IoT sensors  

 

Figure 5 Correlation analysis between with dropping out few datasets 
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Research Methodology 

In order to detect malware attacks early and stop system tampering, a strong classification model that can 

distinguish between malicious and benign traffic in SIoT networks is needed. This research work proposed 

OPTUNA based TPE framework has cogitates the best methodical approach due to it tuning parameters like 

learning rate, loss functions, etc. Optuna is user-friendly, well-built software that works with a range 

of optimization's techniques. The Python language is used to develop and train this mode with the help of several 

libraries, including Matplotlib, NumPy, Scikit-Learn, and Pandas. After being cleaned, the real-time database's 

data is exported as a CSV file. The functions needed to carry out the hyperparameter optimizations are provided 

using Scikit-Learn module. The overall proposed model is as shown in figure 6.  

 

Figure.6 Proposed architecture for malware attack detection in SIoT 
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This study employs an ML classifier model that is created by grouping different classifiers into a single supervised 

Lazy Predict library. The dataset is split in term of models and predictions with respect to train dataset and test 

dataset. The classification models are made to be evaluated using Lazy Predict supervised Lazy Classifier library. 

Lazy Classifier provides a convenient and efficient way to fit and evaluate multiple ML models, simplifying the 

model selection process and allowing to focus on building the best model for our data. Lazy Predict aids in the 

development of multiple, distinct, fundamental ML models using specific code and helps to identify which models 

may perform more accurately avoiding the need for parameter tuning. In this study, regression-based datasets are 

solved using a Lazy Classifier in classifying the problem with better identification of malware attack in SIoT from 

MQTT dataset. In order to employing the best readily accessible ML model, the Lazy Predict classifier can be 

optimized for accuracy. This can be achieved by optimizing the top model's hyperparameters, as suggested by the 

OPTUNA hyperparameter tuning. This research work LGBM classifier, ExtraTree Classifier (ETC) and XGB 

Classifier has chosen the top three Lazy Predict model to determining the attack type. Further, this LGBM 

classifier of untuned model has chosen best fit models based on highest accuracy value which can be improved 

using fine tuning of OPTUNA based TPE sampler framework.  

According to OPTUNA, optimising hyperparameters involves minimising or maximising an objective function 

that receives a collection of hyperparameters as input and outputs the function's (validation) score. It is this 

function that dynamically generates the neural network architecture's search space (the number of layers and 

hidden units) without depending on externally supplied static constants. A trial object is a special OPTUNA trace 

object that looks for the ideal value based on the hyperparameter's name and range. Through interaction with a 

trial object, OPTUNA gradually constructs the target function and, when the target function is being executed, 

dynamically produces the search space using the trial object. There are two types of sampling methods in 

OPTUNA: independent sampling and relational sampling. The correlations between parameters are exploited by 

relational sampling. The relationships between the parameters were not taken into consideration by independent 

sampling. Depending on the work and surroundings, both relational and independent sampling can be cost-

effective. When combined with these two sampling algorithms, OPTUNA can handle independent sampling 

techniques like TPE, resulting in faster and more effective convergence. Using past hyperparameter evaluations, 

TPE is an iterative procedure that generates a probabilistic model. The next set of hyperparameters to be assessed 

is then recommended by the model. After that, switch to a different modeling technique and EI optimisation 

strategy for the SMBO algorithm, assuming that our hyper-parameter optimisation tasks will require large 

dimensions and small budgets for fitness evaluation. When dealing with hyperparameter optimization where the 

budget for fitness evaluation is constrained and there are larger dimensions, an alternative to the Gaussian process 

(GP) approach is required. Estimating f(x), or the likelihood of a score given the hyperparameter, was the aim of 

GP. P(b|a) using marginals that took into account the probability of each hyperparameter given the score and the 

likelihood of each hyperparameter: 

P(b|a) = 
𝑃(𝑏) 𝑋 𝑃(𝑏)

𝑃(𝑎)
                                                                    …………………………….(1) 

where a stands for the hyperparameters and b represents the score f(a). But in TPE, instead of approximating the 

left side of equation (1), An approximation of P(a|b), the probability of the hyperparameters assuming the score 

received when sampling certain of the hyperparameter values, is attempted. Two distinct functions are used to 

approximate this conditional probability (P(a|b)): function i (a) for situations where performance is less than that 

value, function j(b) for situations when performance exceeds a predetermined value of performance: 

Two such densities are used by the TPE to define p(a|b) in equation 2.                                

p(a|b) = {𝑖 (𝑎), 𝑖𝑓 𝑏 < 𝑏 ∗  𝑗(𝑏), 𝑖𝑓 𝑏 ≥ 𝑏 ∗                 ……………………………(2) 

these two densities of l(a) and g(b) will then be used in the EI function 

i (a) is the density that results from utilising the data. { 𝑎𝑘 } such that corresponding loss 
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f { 𝑎𝑘 }was less than 𝑏 ∗ and g(a) is the density that results from utilising the leftover observations. By altering 

the generating process and substituting non-parametric densities for the configuration prior's distributions, the 

TPE models p(a|b). 

Algorithm: 

Input: Training dataset MQTT for SIoT, Testing dataset MQTT for SIoT 

Output: Classification results 

Step 1: Establish a function that needs to be minimised. 

Step 2: To create hyperparameters, use a Trial object's suggested methods. 

Step 3: a benchmark associated with the Trial object. 

Step 4: Bring up the goal function's optimisation. 

Step 5: Construct an objective function that accepts hyperparameters and returns a score that we wish to 

minimise, such as loss, root mean squared error, or cross-entropy. 

Step 6: A few observations (a score) are obtained using a randomly chosen set of hyperparameters. 

Step 7: After classifying the gathered observations according to a quantile, split them into two groups. The 

observations that received the highest ratings are in the first group (a), and all other observations are in the 

second group (b), 

Step 8: Parzen Estimators, sometimes referred to as kernel density estimators, are a straightforward means of 

averaging kernels centred on available data points to represent two densities, i(a) and j(b). 

Step 9: Suggest hyperparameters from i(a), assess them using i(a)/j(b), and get the set that produces the lowest 

value under i(a)/j(b) that most closely aligns with the anticipated improvement. The objective function is then 

used to evaluate these hyperparameters. 

Step 10: Revise the step 6 observation list. 

Step 11: Steps 7–10 are repeated until the time limit is met, or a set number of tries are made. 

 

The proposed work describes untuned lazy predict LGBM model were optimized and the loss function is 

improved. The OPTUNA based TPE framework was utilized to improve the hyperparameters, and the primary 

loss function was utilized as the enhanced loss function. This research work, hyperparameter tuning of certain 

parameters are used to get the best hyperparameter. The seven hyperparameters, including lambda_l1, lambda_l2, 

num_leaves, feature_fraction, bagging_fraction, bagging_freq, min_child_samples were chosen for parameter 

optimization to get best value. Table 1 displays the seven hyperparameters for LGBM model were chosen as a 

best trial value optimization using an OPTUNA-based TPE sampler. 

Table.1 Optimized hyperparameter for LGBM model using OPTUNA-based TPE sampler. 

S.No hyperparameter name Tuned parameter 

1 lambda_l1 1.40386 

2 lambda_l2 0.56347 

3 num_leaves 34 

4 feature_fraction 0.693966 

5 bagging_fraction 0.77316 

6 bagging_freq 5 

7 min_child_samples 23 
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The parameters of LGBM are described as follows: 

Lambda_l1 and Lambda_l2 specifies L1 or L2 regularization. Since the magnitude of these factors is not directly 

correlated with overfitting, it is more difficult to determine the ideal value. For both, despite this, a decent search 

range is (0, 100). 

bagging_fraction determines the percentage of training samples that will be used to train each tree by taking a 

value between 0 and 1. 

feature_fraction specifies the proportion of characteristics to sample for each tree's training. It so requires a value 

in the range of 0 and 1.  

num_leaves, the most crucial factor governing the tree structure. As the name implies, it regulates the quantity of 

decision leaves present in a single tree. The node where the "actual decision" is made in a tree is called the decision 

leaf. the maximum limit to num_leaves should be 2^(max_depth) 

bagging_freq is the rate of data sampling frequency. Other tree-based models default to resampling the data 

before each tree when this parameter is set to 1. The subsample's range is from 0.05 to 1. 

min_child_samples Minimum number of data needed in a child (leaf). 

Results and Discussion 

In this study, Jupiter IDE and Google Colab are used to produce and distribute documents that can be explained 

using text, live code, and visualizations. In addition, the tunability hyperparameter made use of 

Seaborn, Sklearn and Pandas. The SIoT based MQTT dataset and it can be evaluated through confusion matrix 

metrics measure and compared with various classifier using a single library named lazy predict classifier. This 

library assists in training the data pre-processed sample that has been split as 70% as train dataset and 30% as test 

dataset. The description of malware attack type with corresponding python code representation is as: 0 -

‘Bruteforce’, 1 – ‘DoS’, 2 – ‘Flood’, 3 – ‘Legitimate’, 4 – ‘Malformed’, 5 – ‘slowite’. The different performance 

metrics are precision, recall, f1 score, and support. Figure.7,8,9 and 10 illustrates the confusion matrix class value 

for top three lazy predict classifier and tuned LGBM classifier based on attack labels. 

 

Figure.7 Confusion matrix for LGBM classifier 
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Figure.8 Confusion matrix for ExtraTree classifier 

 

Figure.9 Confusion matrix for XGB classifier 

 

 

Figure.10 Confusion matrix for proposed tuned LGBM classifier 
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Figure 11 illustrates the micro and weighted metrics in which accuracy can be determined through micro precision, 

micro recall and micro f1-score. The value of micro f1-score is said to be accuracy in proposed tuned LGBM 

classifier has high accuracy as 0.83 while compared with top three lazy predict model of LGBM, ExtraTree and 

XGB classifier as 0.81, 0.80 and 0.80 correspondingly. Similarly, the individual label weight is measured and 

estimated through weighed precision, weighted recall and weighted F1-score in figure 12. 

 

Figure.11 Weighted average calculation for all the attack type 

 

 

Figure.12 Micro, Macro and Weighted values for various classifiers 

According to the experimental results in figure 12 it determined weighted precision, weighted recall and weighted 

F1-score is 0.83 respectively which is better in determining the attack type accurately than top three lazy predict 

classifier. 
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Conclusion 

IoT malware detection is becoming more and more crucial to safeguarding users' personal data and the SIoT 

infrastructure. Appropriate and reliable procedures that work in a variety of situations are necessary for effective 

malware identification. Network security depends on the deployment of autonomous systems, however 

approaches such as centralized or distributed detection have trade-offs with performance. This research work uses 

OPTUNA based TPE to identify attacks like DOS, flood, slowite, brute force and malformed attacks. The 

parameter analysed here is precision, recall, f1 score, and support. Our study showcased a proposed tuned LGBM 

classifier achieving 0.83 accuracy in SIoT malware detection than the top three lazy predict classifier. As a result, 

while our research provides a strong approach for SIoT malware detection, more research is necessary to 

strengthen network security against new threats. Additionally, improving distributed detection strategies and 

including predictive analysis are also essential. The foundation for additional research paths aimed at developing 

more adaptable and resilient security mechanisms for SIoT ecosystems is laid by this work. 
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