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Abstract: Recently, there has been a great deal of applicability for fast message transmission protection for 

Industrial Internet of Things (IIoT) applications employing the double authentication paradigm. Of course, 

malicious people are naturally drawn to any new technology that is widely used by industry and would stop at 

nothing to take full advantage of it by employing cutting-edge technologies such as Denial of Service (DoS). 

MQTT, or message queuing telemetry transport, is said to be the easiest protocol for Industrial IoT devices to use. 

MQTT Protocol-based message transmission protection using double or triple authentication method to secure the 

MQTT messages from detected DoS attack Variants in IoT. Preprocessing, feature extraction, and hybrid network 

are the three components of the LHMDA-DL approach that enable secure MQTT message transfer from identified 

DoS variants. When compared to current approaches, the results show a significant improvement in processing 

time, traffic overhead, message transmission accuracy, and message transmission error rate. 

Keywords: Industrial IoT, LSTM, Message Queuing Telemetry Transport, Hellinger Neighbor Embedding, 

“Lebesgue Hash Message Double Authentication. 

 

1. Introduction 

The volume of data transferred over global networks increases yearly due to the numerous gadgets linked to 

computers and information technology networks[1]. The term "Industrial Internet of Things" (IIoT) describes the 

application of IoT concepts and technology in an industrial environment. It entails tying industrial machinery, 

systems, and devices to the internet to collect and share data, improving industrial process monitoring, control, 

and communication. Advances in communication protocols in recent times have made it possible to connect a 

wide variety of things that are part of the Internet of Things (IoT). Even in a setting with limited bandwidth, 

technologies such as Message Queue Telemetry Transport (MQTT) have a reasonable chance of eliminating 

network management.  

The amount of IIoT data is increasing as the Industrial Internet of Things (IIoT) develops. Data analytics services 

are advanced by machine learning. Data analytics service transactions and data packet transactions must be taken 

into consideration at the same time to streamline data flow and investigate the economic potential of IIoT data. 

To facilitate the trading of data commodities, centralized data trading platforms are developed. Centralized 

platforms, however, are unreliable and weak. It is a difficult problem to implement Data Packets in a decentralized 

manner[2]. Detection systems, which rely on state-of-the-art algorithms, are essential to the security domain.  They 

can secure the foundational system by utilizing methods like machine learning to detect or anticipate security 

breaches. The best method, named Long Short Term Memory (LSTM), with 87% accuracy, is what has shown as 

one of the Deep Learning-based strategies for developing the Artificial Intelligence-based Interpolation Technique 

for IoT Environments[3]. By considering the discussed previous environment the following considerations have 

been taken to proceed to the next setup. 
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1.1 Contribution 

To facilitate the flow of data and explore the potential value of data in IIoT. A transaction solution containing 

CMR and CAMR is proposed based on the Lebesgue Hash Message Double Authentication in this paper. 

● The MQTTset data training,  feature selection, and hybrid networks are taken into consideration when 

proposing an LHMDA-DL deep classifier to improve message transmission accuracy with the lowest error.  

● An Embedding-based Hellinger Distributed Stochastic Neighbour To generate dimensionality-reduced 

network samples, preprocessing is used. The highly associative Distributed Stochastic Neighbour Embedding 

function is the basis for this. Followed by Gaussian Mixture-based feature selection applied.  

● Hash Message Double Authentication Rules and Long Short-Term Memory are used to protect messages 

during transmission. These rules are also used to identify the messages of DoS attackers and to secure messages 

while they are being transmitted. 

● The effectiveness of the suggested approach, LHMDA-DL, is quantitatively verified and contrasted with 

that of other traditional approaches.  

2. Related Works 

A few relevant papers are examined and discussed in this part. Data analytics service transactions were examined 

in [4-7]. Data analytics services are regarded as digital goods in [7]. A Bayesian digital commodity auction-based 

model for optimal pricing and profit maximization was presented.  A profit-driven data collection framework for 

the crowdsourcing-aware data trading market was offered in [5], and a smart data pricing approach for IoT 

providers was proposed in [4], which determined the purchase price of data packets for the data owner and the 

subscription cost for the service user. A service platform business concept that links users with wireless sensor 

networks was proposed[ 6]. Users can obtain data analytics services from the service platform using data 

purchased from the wireless sensor network. A proposed business strategy for the service platform connecting 

users and wireless sensor networks was published in [7]. Users can obtain data analytics services from the service 

platform using data that has been purchased from the wireless sensor network. 

In [8], a trustworthy access control strategy was established via a suggested electronic medical data sharing 

framework built on the interplanetary file system (IPFS), smart contracts, and blockchain technology. It is safe 

for patients and healthcare professionals to exchange electronic medical data.Based on blockchain technology, 

attribute-based encryption (ABE) technology, and IPFS distributed storage, a distributed data storage and sharing 

system was put out [9]. The problem that the cloud server in the conventional cloud storage system could not 

return all search results or could return inaccurate results was resolved by the suggested framework, which carried 

out the function of the ciphertext keyword search. In [10], a method for exchanging IoT data without the need for 

third-party verification was put forth. The study examined the authentication and interaction between the 

organizations engaged in data transfers. In [11], a secure data storage and sharing plan based on smart contracts 

and consortium blockchains for car edge networks was presented. This plan has the potential to successfully stop 

unwanted data sharing. 

A distributed digital asset delivery proof was presented in [12], taking into account the lack of trust, security, and 

transparency in the current digital asset transfer systems. Transaction logs that are immutable and tamper-proof 

are provided by smart contracts and blockchain technology. In [13], a distributed data vending framework based 

on similarity learning and data embedding is described. A real-world application for exchanging electronic 

medical information was used to examine the concept. Studies on data packet transactions were initiated by a few 

open-source programs.By utilizing blockchain technology, AAAChain hopes to create an autonomous, 

decentralized data open platform made up of numerous vertical sector applications [14]. 

3. Materials Methods 

In order to secure MQTT messages from identified DoS attack variants in IIoT environment, a hybrid deep 

learning technique known as “Lebesgue Hash Message Double Authentication fused Deep Learning (LHMDA-

DL)” based message transmission security is proposed in this section. To get rid of the duplicate instances, the 

LHMDA-DL first preprocesses. The preprocessed network samples are then subjected to a “Lebesgue measure 

Gaussian Mixture” in order to extract features. Finally, a hybrid network using long short-term memory and hash 

message double authentication rules is used to confirm the goal.  
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3.1 Problem Statement  

The main emphasis of the research  is to focus on most important attacks like Denial of Service(DoS) in IoT 

mainly, by focusing on a widely used IoT protocol called MQTT.  

● Because of the loss of safety mechanisms in IoT devices, many IoT devices come to be soft targets by 

the attacker, sometimes with data loss or traffic and so on.  

● Attack Detection at the time of Publish and Subscribe is needed. 

● Attack Detection in Application Layer without secure data communication between devices leads to 

increased false positive rates. 

● Trusted Devices with multiple Attack vectors need to be concentrated. 

3.2 Dataset Description  

By guaranteeing safe data transmission between devices, the suggested approach seeks to provide a dataset related 

to the Internet of Things context, or more specifically, the MQTT communication protocol, to provide the 

industrial community with a first dataset for use. The MQTT dataset [15] consists of Internet of Things (IoT) 

sensors built on top of MQTT, which defines every element of a real network. Additionally, Eclipse Mosquitto is 

used to instantiate the MQTT broker, and the total network comprises eight sensors related to the industrial sector. 

3.3 Hellinger Distributed Stochastic Neighbor Embedding (HDSNE) based Preprocessing  

Consistent data in various patterns are presented by the MQTTset dataset. Processing is therefore required prior 

to enabling the security of MQTT communications from detected DoS attack variants, as using the raw data 

obtained from the MQTTset dataset to do so cannot preserve significant results. The MQTT protocol was utilized 

to investigate the abstract behavior of 25,000 samples. Additionally, redundant instances from the MQTTset 

dataset are removed using HDSNE to minimize the dataset's dimension. The HDSNE used in our work embeds 

high dimensional data in low dimensional space in a way that, with high probability, models dissimilar objects 

(i.e., sensors or devices) by remote locations and models similar objects (i.e., sensors or devices) by adjacent 

locations. 

 

3.4 “Lebesgue measure Gaussian Mixture(LMGM)” based Feature Extraction” 

Using MQTT user-chosen network samples as a baseline, we first estimate the local neighborhood histogram of 

each selected goal feature. A neighborhood's quantitative features may be obtained and good perceptions of large 

features can be obtained by the MQTT user with the use of the local neighborhood histogram, which is essentially 

a histogram measured according to the neighborhood principle. After that, we used Gaussian Mixture Models to 
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accurately describe these target feature local neighborhood histograms, resulting in a large number of potential 

GMMs (i.e., features extracted). 

Here is the definition of the Gaussian mixture model used to extract the features with reduced dimensionality 

based on the probability density of a random feature. On the basis of the Lebesgue correlative measure (CM2), 

"Likelihood F" is determined in (1-3) equations

 

                    ___________________________(1) 

                     

____________________________(2) 

              

            

                  ____________________________(3) 

                                

   

For training the proposed technique, the proposed work considers the network traffic features Connect and 

ConnectAck of CONNECT and CONNACK messages, respectively, in addition to the extracted features. Getting 

the two crucial variables, Connection Message Ratio (CMR) and Connection Acknowledgement Message Ratio 

(CAMR), is the next stage. Subsequently, the variable CMR represents a percentage of connection requests made 

by the publisher, expressed mathematically as follows in equations (4&5).

 

                                                                __________________________________(4) 

        

                                                                 __________________________________(5) 

                        

          

The  Hash Message Double Authentication Rules Will be carried out by the MQTT broker if any anomalies are 

found. In the absence of such, the subscriber receives the standard data packets. The HMAC inference engine 

creates the authentication rules as an IF-THEN statement based on the input metrics CMR and CAMR.  
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Algorithm 2: HMDAR & LSTMQ 

First, relevant features are retrieved using the Gaussian mixture model, as per the above algorithm, with the 

dimensionality reduced network samples and the associated MQTT client or sensor provided data packets. This 

is followed by the extraction of high likelihood features using the fittest GMM and the measurement of Lebesgue. 

Second, using the retrieved features, the Connection Message Ratio and Connection Acknowledgment Message 

Ratio are used to determine which features are the most selective. Consequently, MQTT messages identified as 

DoS variations are subject to the application of Double Authentication rules using the hash message authentication 

code. Lastly, computationally effective message transmission protection is guaranteed by utilizing the hyperbolic 

tangent function.  

4. Results & Discussion 

In this section, we developed ”Lebesgue Hash Message Double Authentication fused Deep Learning (LHMDA-

DL)” based message transmission protection to secure MQTT messages from detected DoS attack Variants in 

[16]. Using the MQTTset Dataset, the effectiveness of the LHMDA-DL approach has been examined and verified 

in terms of processing time, traffic overhead, message transmission error rate, and correctness. 

4.1 Processing Time  

The following is a mathematical statement of the processing time. From the equation-6 formulated with network 

samples which are denoted as NS by adding the published and subscribed time of MQTT Table-1 gives the 

comparison between   Secure Reliable Message Communication (SEC-RMC), Deep Learning and IoT-Based 

Monitoring System as well as LHMDA-DL. The proposed system is identified with minimal processing time by 

comparatively in figure-1. 

       __________________________________(6) 

 

 

 



Tuijin Jishu/Journal of Propulsion Technology 

ISSN: 1001-4055 

Vol. 44 No. 6 (2023) 

__________________________________________________________________________________ 

3863 
 

 

 

 

 

 

 

 

 

 

 

 

 

Figure-1 : Processing Time Comparison  of Proposed Scenario 

Table -1:  Processing Time Comparison  of Proposed Scenario 

 

4.2 Trafic Overhead 

This section discusses the traffic overhead about the recommended techniques for enhancing MQTT interaction 

security. The following is a mathematical formulation of the traffic overhead.  

       __________________________________(7) 
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Figure -2: Traffic Overhead 

Table -2:  Traffic Overhead Comparison  of Proposed Scenario 

 

 

4.3 Message Transmission Accuracy 

This section presents the message transmission accuracy analysis of the method's efficacy and efficiency. The 

evaluation of the message transmission accuracy is provided below. 

 

______________________________(8)   
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Figure-3 Message Transmission Accuracy 

Table -3:  Message Transmission Accuracy Comparison  of Proposed Scenario 

 

4.4 Message Transmission Error Rate  

This stage finally yields the message transport error rate. This part assesses the message transmission error rate in 

order to verify the method's effectiveness.  

________________________________(9)  
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Figure-4: Message Transmission Error Rate 

Table-4 : Message Transmission Error Rate Comparison  of Proposed Scenario 

 

5. Conclusion  

According to industry trends, IIoT devices are employed in fields where collaboration, message transmission, and 

automation of industrial processes are important. In order to secure MQTT messages from identified DoS attack 

variants, a “Lebesgue Hash Message Double Authentication fused Deep Learning (LHMDA-DL)” based message 

transmission security is presented in this paper. Through the use of the Hellinger Distributed Stochastic Neighbour 

Embedding-based Preprocessing technique, first dimensionality reduced network samples are created. Next, a 

“Lebesgue measure Gaussian Mixture based Feature Extraction” technique is used to extract relevant features 

from network data that have been decreased in dimensionality. Finally, the hybrid deep learning model receives 

as input the dimensionality-reduced network samples and relevant extracted features. 
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