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Abstract:- Internet of Things (IoT) implementations have been used in numerous healthcare domains. The 

majority of smart devices are connected, including the automatic environment in which such systems operate. 

Security and privacy have emerged as major challenges for IoT management. Recently published research has 

revealed the effectiveness of Elliptic Curve Cryptography (ECC) techniques are very useful for undertaking 

security research and evaluation of IoT applications and have numerous advantages over further techniques. The 

objective of this research paper is to suggest options for where to improve the encryption system in the ECC 

technique, with numerous optimization techniques to prepare the best enhancement of the light-weight 

algorithm. Our primary focus is on enhancing the Truncated Quantum Hashed Signature (TQHS) methods to 

increase the complexity of the adaptation and reduce the time utilization of the ECC encryption model. A hybrid 

data encryption architecture model integrating an ECC model with a TQHS-based architecture design to develop 

a lightweight encryption technology and the proposed Truncated Quantum Hashed Signature method integrates 

a random Hashed Signature methodology with a key generation model to improve security complexity. Second, 

from the standpoint of IoT security systems, Comparison and estimation of memory consumption and time 

complexity analyses to increase privacy and security. Lastly, we enhance the encryption system parameters in 

the ECC method. In the proposed work, we present a novel model of random key formation for the ECC to 

improve the model as a lightweight architecture.  
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1. Introduction 

The (IoT) Internet of Things has become a reality, and this is now being used for a variety of essential 

areas such as healthcare, smart buildings, cybercrime tracking systems, and smart vehicles. This has presented 

unique privacy, security, and integrity challenges to IoT users. Privacy, integrity and security are extremely 

challenging issues to solve, due to heterogeneous environments with IoT devices and computational restrictions. 

Nevertheless, privacy, integrity and security are precarious for several additional IoT applications in domains 

such as intelligence gathering, healthcare, and transportation. 

Privacy, security, integrity, and security are critical for most IoT applications for example environmental, 

medicinal treatment, confidentiality, infrastructure for transportation, manufacturing, logistic and operation 

management, and food and nutrition security. Without effective privacy, safety, and integrity solutions, accurate 
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information hybridization and extraction, effectively managed by narrative cleverness and improved customer 

approvals and involvement are impossible to achieve. 

Quant cryptography is the science of using quantum automated features to perform cryptographic operations. 

The most well-known application of quantum cryptography is quantum key supply, which offers a relevant data-

protected resolution to key exchange problems. Quantum cryptography utilizes evolution's quantum mechanical 

behavior in the development and evaluation of cryptographic techniques of cryptography. Its objective is to 

create cryptographic systems whose security is guaranteed uniquely by natural rules. These are in marked 

contradiction to many of the typical cryptographic systems, since throughout theory may be broken if enough 

data processing power is applied. From a theoretical standpoint, Quantum cryptography provides a lovely 

combination of adversarial behavior mathematics and quantum data or information theory. Many approaches 

have been suggested to improve customer‟s rights to data control. For proactive security and confidentiality, for 

instance, a novel security protecting Naive Bayes education system with numerous data sources methods is 

proposed. Private information huge data applications in a hybrid cloud were projected, which was a scalable e-

health record sharing system. In this research paper, propose a quick and secure authentication system with 

establishment keys for remote IoT applications. The proposed technique is based on ECC (Elliptic Curve 

Cryptography), specifically, an Elliptic Curve Digital Signature System and it is used to allow the proposed 

module to be faster and more efficient, in both terms of processing time and as well volume of data exchanged 

in the system. Eventually, the methodology outlined in this article provides a private session key between both 

the IoT structure and the customer's smartphone. 

2.  Related work and motivation 

With the regular evolution of IoT systems, multiple surveys and novel research works have been carried out 

over ongoing enhancement across the various efficiency and security challenges faced by the IoT ecosystem. An 

overview of the literature review is mentioned in table 1. 

Table 1: Summary of the Literature Review 
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3. Experimental results and discussion 

In this segment, we go through the specific details of the proposed method. The requirements of the IoT 

ecosystem along with the assumptions and notations employed, are discussed including the core design concept. 

3.1 Methodology 

The proposed Internet of Things Healthcare application solution consists of interaction between three different 

systems. Each system interface is protected by authentication at its entry point. In the lightweight encryption 

system, the implementation process includes the architecture design of the ECC encryption model. Since, for a 

better secure data transmission process the ECC concept can be enhanced generation of random keys. In that 

enhancement work, we propose a model of hybrid encryption architecture by the combination of the ECC model 

with a Truncated Quantum Hashed Signature (TQHS) based architecture design to develop a lightweight 

encryption system. This architecture mainly focused on the random key generation system to reduce the time 

complexity than to the traditional model of the ECC encryption system. Here, the proposed Truncated Quantum 

Hashed Signature (TQHS) method integrates the Hashed signature technique for the random key generation 

model for better security complexity. The Hashing models are designed by the Quantum model of architecture 

that truncates the looping design with appropriate components that can achieve a reduced amount of components 

and device utilizations. This results in the lightweight architecture of the encryption system in the IoT 

application. 

In Graph 1, Receiver Operator Characteristic (ROC) curves in graph 1 show the exchange of TRP (True positive 

rate) and FRP. classification algorithm that give curves closer to the top left-hand corner indicate an improved 

performance. The test becomes less accurate as the angle approaches the diagonal of the ROC space. 

Graph 1: ROC Curve FPR 

 

A Receiver Operator Characteristic (ROC) curve is created by plotting True Positive Rate (TPR) compared 

against the False Positive Rate (FPR). The percentage of all the True positive rate (TP/ (TP + FN)) is 

observations that are predicted to be positive properly. The false positive rate is the percentage of negative 

observed that are mistakenly assumed to be positive. 

A confusion table is a matrix that displays how well a grouping model operates on test data sets with given true 

values. The matrix of confusion is simple to understand, but the terminology used to describe it can be 

confusing. 
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Graph 3: Confusion Matrix 

 

 

We can compute a Confusion Matrix with the following steps. To begin, you must test the dataset using the 

predicted outcome standards. Second, predict entirely of the rows in the test dataset, and then compute the 

expected outcomes and predictions. 

3.2 Comparison Evaluation of memory consumption and time taken 

The following tables 2 and 3 describe about the evaluation of memory consumption and time analysis in 

milliseconds with the recommended work of secure light-weight key exchange technique for the user gateways 

by means of elliptic curve cryptography technique and existing work. 

Table 2: Comparison Evaluation of Memory Consumption 
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Table 3: Comparison Evaluation of time taken in ms 

 

3.4 Comparison with ECC-CoAP: ECC-based Limitation Application Protocol for an IoT 

The following tables four and five describe about the Comparative Evaluation of ECC-based constraint 

application protocol for an IoT with existing work and proposed work. 

Table 4: Comparative Evaluation ECC based Limitation Application Protocol for an IoT 

 

Table 5: Comparative analysis of Time taken in ms 

 

4.  Possible Outcome 

This proposal aims to improve the boundary conditions of the encryption method employed by the ECC 

technique, with numerous optimization techniques to prepare the best glossary of random key generation system. 

In this proposed work, I present a novel model of an important establishment for an ECC to optimize the model as 

a lightweight architecture. This can be executed using the Truncated Quantum Hashed Signature (TQHS) method 

to increase the complexity of the adaptation and reduce the time utilization of the ECC encryption model. A 

hybrid data encryption architecture model integrating an ECC model with a Truncated Quantum Hashed 

Signature (TQHS) based architecture design to develop a lightweight encryption technology. The proposed 

Truncated Quantum Hashed Signature (TQHS) method integrates a random Hashed Signature methodology with 

a key generation model to improve security complexity. 
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