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Abstract: The proliferation of Internet of Things (IoT) devices has been remarkable, driven by the ever-

expanding landscape of IoT applications. These devices find widespread use across diverse industries, 

spanning from smart homes, smart apparel, and smart manufacturing to smart cars and smart medical care. 

Amid this wide array of applications, security stands out as a paramount concern, given the potential risks it 

poses to user privacy and property. In response to these challenges, numerous scholars and innovators have 

been actively developing applications and solutions aimed at mitigating the threats that loom over IoT 

networks. These endeavors seek to strike a delicate balance between safeguarding IoT systems and selecting 

the most effective measures to prevent and combat potential attacks. This article, therefore, embarks on a 

comprehensive review of IoT Networking Threats and Vulnerability Analysis, covering aspects of 

identification, detection, and mitigation. The review is structured into five categories to provide a 

comprehensive analysis. It begins by delving into security protocols designed to fortify IoT networks through 

the establishment of robust identity and trust mechanisms. Subsequently, the study scrutinizes the various 

vulnerabilities and attacks that pose threats to IoT networks. In the quest for enhanced security, the article 

explores the use of Intrusion Detection Mechanisms, harnessing the power of Machine Learning (ML) and 

Deep Learning (DL) techniques. These mechanisms serve as a shield against impending threats. Moreover, the 

article delves into the adoption of new technologies to bolster the thread mitigation process. To gauge the 

effectiveness of these methods, the performance evaluation encompasses an array of metrics, including 

accuracy, error rates, precision, execution time, encryption time, and decryption time. Two critical scenarios 

are considered in this evaluation: the detection of anomalies within IoT networks and the mitigation of threats 

within these networks. Among the various techniques explored, APSO-CNN emerges as a standout performer, 

exhibiting superior accuracy, minimal error rates, and high precision in the detection of attacks. Furthermore, 

ECC-CoAP is identified as the most efficient mitigation strategy, particularly excelling in execution time. In 

conclusion, this review endeavors to shed light on the multifaceted realm of IoT network security by addressing 

threats and vulnerabilities, harnessing advanced technologies, and assessing the performance of these methods. 

It serves as a valuable resource for the ongoing efforts to fortify IoT systems against potential risks and attacks. 
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1. Introduction 

The concept of internet of things come from the integration of very simple as well as low power gadgets 

like, actuators, sensors and etc. Moreover, IoT described the network which comprises thousands of devices that 

is attained with an aid of modern technologies [1]. Due to the rapid evaluation of IoT that extend internet 

technologies to wireless sensor networks. IoT gadgets are primarily distinguished based on their limited power, 

memory, bandwidth resources and processor [2]. This is the key reason for typical security protocols and network 

operations cannot deployed in IoT ecosystem. The reality is that there are numerous benefits offered by delivering 
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embedded security to the devices by design, including cost reduction in the security architecture, increased 

reliability and enhanced overall performance [3]. Furthermore, IoT network is employed in numerous application 

due to the widely use of smart objects. For instance, IoT servers as smart agriculture, traffic monitoring and 

surveillance, health care domains and etc. The enormous amount of growth in automation which suffered from 

various security concerns in IoT ecosystem. There are different kinds of vulnerable attacks are always exist in 

internet and several common vulnerable are denial of service, worms, Trojans and port scans [4].  

These security threats are happened due to the exponential rise in IoT gadgets and it is critical to address 

the IoT's privacy and security concerns. Therefore, the security of current IoT networks and devices is inadequate 

when employed in critical infrastructures [5]. IoT devices are vulnerable to anomalous activity due to software 

threats and delayed software updates.  So, new and improved techniques must be developed for monitoring such 

activities and developing countermeasures to mitigate these concerns [6]. Various scholars focusing on interested 

on the detection and prevention of anomalies on internet of things. The use of machine learning techniques is one 

of the most popular contemporary approaches of detecting aberrant behavior in computer networks [7]. In contrast, 

as more connected devices are added to IoT networks, their amount of information flow increases. For preventing 

the attacks in IoT various security protocol like  

The major objective of this paper is to review the overview of threat surfacing and mitigation strategies 

in IoT network by analyzing the effectiveness of various techniques in the mitigation and prevention of threads in 

IoT applications. There are more than fifty articles review are carried out for this review that is taken from different 

journals like, taylor francis, springer, elsevier, IEEE and wiley in last five years [2018-2022]. The number of 

articles considered for this analysis into five distinct categories which is display in Fig. 1. 

 

 
Fig 1: Summary of literatures considered for this analysis 

 

The data packets are gathered for this detection process which comprises the data traffic behavioral as 

normal and malicious. After that, the gathered data was subjected into preprocessing with standard normal 

distribution with zero mean and unit variance. Figure 3 illustrates the malware attack process in IoT network. 
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The data packets are gathered for this detection process which comprises the data traffic behavioral as 

normal and malicious. After that, the gathered data was subjected into preprocessing with standard normal 

distribution with zero mean and unit variance. Figure 3 illustrates the malware attack process in IoT network. 
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Fig 3: Malware attack process 

 

2. Conclusions 

In this paper reviewed various IoT Networking Threats and Vulnerability Analysis, Identification, 

Detection, and Mitigation techniques. This review included five categorizes for the thread analysis, detection and 

mitigation. Initially several security protocols are considered for improving IoT Network Through establishing 

Identity and Trust. Then various Vulnerabilities or Attacks Threatening the IoT Network are analyzed. Intrusion 

Detection Mechanism for Mitigating Treads Using ML and DL Techniques are provides and new technologies 

involved for the thread mitigation process are considered. Finally the performance of the considered methods are 

implemented with several performance metrics such as, accuracy, error, precision, execution time, encryption 

time and decryption time. APSO-CNN, DNN, DBN and BiLSTM are the techniques considered in the first 

scenario and ECC, CCN-ECC, ECC-MTTP and ECC-CoAP are the techniques considered in the second scenario. 

According to these both scenarios,  APSO-CNN achieves better accuracy, error and precision values such as,96%, 

97% and 4% in the detection of attacks. ECC-CoAP attained better execution time among the considered 

mitigation strategies. Based on this review this article suggest that new models are developed for both detection 

of malwares i.e. attacks and mitigation techniques which can ensure security in a better way. 
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