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Abstract: This article examines the multidimensional intersection of information security and strategic public
relations within the transnational media environment. As digital communication ecosystems transcend national
borders at an unprecedented pace, state and non-state actors increasingly exploit media channels to disseminate
disinformation, conduct influence operations, and undermine public trust in democratic institutions. Drawing on
agenda-setting theory, crisis communication frameworks, and contemporary case studies, the study proposes a
taxonomy of strategic PR mechanisms designed to counter information threats while preserving the integrity of
cross-border media cooperation. The findings suggest that proactive transparency, algorithmic literacy campaigns,
and multilateral media governance frameworks constitute the most effective instruments for securing
communicative spaces in an era of hybrid informational conflict.
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1. Introduction

The contemporary global information environment is characterised by an unprecedented degree of complexity,
volatility, and interdependence. Technological advances in digital communication, the proliferation of social
media platforms, and the exponential growth of cross-border information flows have fundamentally reconfigured
the architecture of public discourse. Within this transformed landscape, the concept of information security has
evolved far beyond its classical association with cybersecurity and data protection to encompass the broader
challenge of safeguarding the epistemic foundations of democratic societies.

Transnational media cooperation, once regarded primarily as a mechanism for cultural exchange and journalistic
solidarity, has acquired renewed strategic significance in an era defined by hybrid informational conflict. State-
sponsored disinformation campaigns, coordinated inauthentic behaviour on digital platforms, and the
weaponisation of narratives for geopolitical ends have compelled governments, international organisations, media
institutions, and communication practitioners to develop more sophisticated and coordinated responses.
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Public relations, as the discipline most directly concerned with the management of information flows between
organisations and their publics, occupies a uniquely privileged position within this evolving security paradigm.
Strategic PR competencies — encompassing stakeholder analysis, message framing, crisis communication, and
reputation management — are increasingly recognised as indispensable instruments of what scholars and
practitioners have termed 'communicative security.' Yet the theoretical frameworks underpinning the application
of PR strategies to information security contexts remain insufficiently developed.

This article seeks to address this lacuna by proposing a conceptually coherent analytical framework that integrates
perspectives from communication theory, international relations, and security studies. Specifically, the study
investigates the following research questions: (1) How do transnational information threats manifest within
contemporary media cooperation frameworks? (2) What strategic PR approaches demonstrate the greatest efficacy
in mitigating information security risks? (3) What institutional and regulatory conditions are necessary to sustain
secure communication environments across national borders?

The methodological approach combines a systematic review of peer-reviewed literature published between 2015
and 2024, content analysis of documented influence operations identified by leading fact-checking organisations,
and a comparative assessment of national and supranational media governance frameworks. The article proceeds
as follows: Section 2 reviews the theoretical foundations; Section 3 analyses the typology of contemporary
information threats; Section 4 presents strategic PR response mechanisms; Section 5 examines institutional
frameworks; and Section 6 concludes with policy recommendations.

2. Theoretical Foundations: Framing Information Security As A Communicative Challenge

The theoretical architecture of this study rests upon three foundational pillars: agenda-setting theory, the concept
of mediatisation, and the emerging security-communication nexus. Each framework contributes a distinctive
analytical lens through which the relationship between information security and strategic PR may be
systematically examined.

Agenda-setting theory, originally formulated by McCombs and Shaw (1972) in their seminal study of the 1968
US presidential election, posits that mass media exercise substantial influence not by telling audiences what to
think, but by determining which issues occupy the foreground of public attention. Subsequent elaborations of the
theory, including second-level agenda setting (McCombs et al., 1997) and intermedia agenda setting (Golan,
2006), have demonstrated that this influence extends to the attributes and valences associated with issues, not
merely their salience. In the context of information security, agenda-setting dynamics acquire particular
significance because disinformation actors systematically exploit media agenda-setting mechanisms to amplify
distorted narratives and suppress accurate information.

The concept of mediatisation, as theorised by Hjarvard (2008) and Couldry and Hepp (2013), provides a
complementary framework for understanding the deep structural transformations wrought by media on social
institutions and practices. Mediatisation denotes the process by which media logic progressively colonises the
internal logic of other social fields, including politics, education, and international relations. This framework is
particularly germane to the analysis of transnational media cooperation, as it directs analytical attention toward
the ways in which media norms, formats, and temporalities shape the communicative practices of state and non-
state actors engaged in cross-border information exchanges.

The security-communication nexus represents a more recent theoretical development, drawing on the Copenhagen
School's constructivist approach to security studies (Buzan, Wever & de Wilde, 1998) and the growing literature
on 'securitisation.' From this perspective, information security is not a static technical condition but a discursively
constructed status achieved through the performative declaration of an existential threat. Strategic PR, with its
emphasis on framing, narrative construction, and audience management, is thus inherently implicated in the
securitisation of communication.

Synthesising these theoretical perspectives, this article advances the concept of 'communicative resilience' as the
organising framework for strategic PR approaches to information security. Communicative resilience denotes the
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capacity of media systems and their constituent actors to absorb informational shocks, maintain epistemic
coherence under conditions of adversarial pressure, and recover effectively from the disruptive effects of
disinformation and influence operations.

3. Typology Of Information Threats In The Transnational Media Space

A rigorous taxonomy of contemporary information threats constitutes an indispensable prerequisite for the
development of effective strategic PR responses. Drawing on the analytical frameworks proposed by the European
External Action Service (EEAS), the Stanford Internet Observatory, and the Global Disinformation Index, this
study identifies five primary categories of information threat, each characterised by distinct operational logics and
communicative mechanisms.

1. State-Sponsored Disinformation Campaigns. These operations, typically orchestrated by or on behalf of
governmental actors, deploy sophisticated combinations of fabricated content, selectively accurate information,
and emotionally resonant narratives to advance specific geopolitical objectives. Documented cases, including the
Internet Research Agency's interference in the 2016 US presidential election and the sustained Russian
disinformation campaign surrounding the war in Ukraine, demonstrate the scale, sophistication, and transnational
reach of such operations.

2. Coordinated Inauthentic Behaviour (CIB). Distinct from content-based disinformation, CIB refers to the
manipulation of social media platforms through networks of fake accounts, bot armies, and artificial amplification
mechanisms. The communicative impact of CIB lies not primarily in the falsity of the content it promotes, but in
its distortion of perceived social consensus, creating illusory impressions of widespread support for particular
viewpoints or candidates.

3. Strategic Narrative Competition. In contrast to overt disinformation, strategic narrative competition involves
the deliberate deployment of selective, tendentious, yet technically accurate narratives to shape international
public opinion. This form of information influence, widely employed by states, international organisations, and
non-governmental actors, operates at the level of interpretive frames rather than factual claims, rendering
traditional fact-checking responses largely ineffective.

4. Platform Manipulation and Algorithmic Exploitation. The architecture of major digital platforms, with their
engagement-optimising algorithms, recommendation systems, and monetisation incentives, creates structural
vulnerabilities that adversarial actors systematically exploit. Content designed to maximise outrage, fear, and
partisan polarisation spreads more rapidly and extensively than accurate, nuanced information, creating
asymmetric advantages for disinformation producers.

5. Information Operations Targeting Media Institutions. Journalists, editors, and media organisations themselves
are increasingly targeted by sophisticated harassment campaigns, legal threats, and coordinated smear operations
designed to silence critical coverage, destroy professional reputations, and undermine institutional credibility.

Each of these threat categories demands a differentiated strategic PR response, calibrated to the specific
communicative dynamics and institutional contexts involved. The following section develops a systematic
framework of such responses.

4. Strategic Pr Approaches To Ensuring Secure Communication

The development of effective strategic PR responses to information security threats requires a fundamental
reconceptualisation of the public relations function. Traditional PR paradigms, centred on reputation management,
media relations, and corporate communications, are insufficient to address the adversarial and politically charged
environments in which transnational information threats operate. This section proposes a framework of six
strategic PR approaches, grounded in empirical evidence and aligned with the theoretical architecture developed
in Section 2.
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4.1. Proactive Transparency and Pre-Bunking

Emerging research in the field of inoculation theory (van der Linden et al., 2017) demonstrates that exposing
audiences to weakened forms of disinformation arguments, accompanied by explicit refutation, confers significant
resistance to subsequent persuasion attempts. Strategic PR operationalises this insight through proactive
transparency — the systematic disclosure of information about communicative processes, funding sources, and
editorial standards — and pre-bunking, the anticipatory debunking of predictable disinformation narratives before
they achieve widespread circulation.

Pre-bunking campaigns conducted by the UK Government Communication Service and the Government of
Finland's media literacy initiative have demonstrated measurable reductions in susceptibility to identified
disinformation narratives, with effect sizes persisting over time periods of up to six months. The strategic
implication is clear: communicative defence is most effective when it is proactive rather than reactive.

4.2. Crisis Communication and Rapid Response Mechanisms

When disinformation narratives gain traction despite preventive measures, organisations and institutions require
robust crisis communication capacities. Effective rapid response mechanisms incorporate three essential
components: a dedicated monitoring infrastructure capable of identifying emergent narratives in real time; a pre-
approved decision tree for determining appropriate response modalities; and a network of credible third-party
validators — including academic experts, civil society representatives, and trusted media partners — whose
endorsements carry communicative weight with target audiences.

The European Commission's East StratCom Task Force, established in 2015, represents a pioneering institutional
model for coordinated rapid response to state-sponsored disinformation, demonstrating the feasibility of
multilateral PR coordination in the information security domain. Its weekly Disinformation Review, disseminated
across multiple languages and platforms, has established a template for transparent, evidence-based
communicative counter-operations.

4.3. Narrative Sovereignty and Strategic Storytelling

A fundamental asymmetry characterises the contemporary information conflict: while disinformation actors are
unconstrained by factual accuracy or ethical commitments, democratic communicators must operate within
normative frameworks that place significant constraints on the narratives they may legitimately deploy. Strategic
storytelling — the purposeful construction and dissemination of compelling, emotionally resonant narratives
grounded in factual accuracy — offers a means of contesting adversarial narratives without sacrificing
communicative integrity.

Narrative sovereignty, as articulated by Pamment (2016), denotes the capacity of states and institutions to maintain
coherent, domestically legitimate master narratives capable of integrating diverse sub-narratives and resisting
external disruption. Strategic PR contributes to narrative sovereignty through systematic audience research,
message testing, and the cultivation of diverse communicative channels capable of reaching fragmented and
polarised publics.

4.4. Algorithmic Literacy and Public Education Campaigns

The structural vulnerability of digital platforms to information operations necessitates communicative strategies
that address the demand side of the disinformation ecosystem. Algorithmic literacy campaigns, designed to equip
citizens with the critical capacities required to navigate algorithmically curated information environments,
represent a foundational investment in long-term communicative resilience. Evidence from Finland's
comprehensive media literacy curriculum — consistently ranked among the world's most effective —
demonstrates that early and sustained investment in critical information consumption skills produces measurable
improvements in resistance to disinformation.
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4.5. Stakeholder Coalition Building and Media Partnerships

Information security in the transnational media space cannot be achieved through unilateral action. Effective
strategic PR requires the construction and maintenance of broad coalitions encompassing media organisations,
technology platforms, civil society actors, academic institutions, and governmental bodies. Such coalitions create
communicative infrastructure — shared monitoring capacities, coordinated response protocols, and mutually
reinforcing narrative frameworks — that substantially amplifies the effectiveness of individual actors' efforts.

The Global Network on Extremism and Technology (GNET) and the First Draft partnership network provide
operational models for such coalitions, demonstrating how shared research capacities and coordinated
communicative strategies can be deployed across institutional and national boundaries.

4.6. Diplomatic Communication and Public Diplomacy Integration

At the international level, strategic PR for information security converges with the practice of public diplomacy
— the management of a state's communicative relationships with foreign publics. Modern public diplomacy, as
theorised by Nye (2004) and Melissen (2005), increasingly incorporates information security objectives,
deploying communicative instruments — including cultural programmes, exchange initiatives, and digital
engagement strategies — to build the international credibility and legitimacy that constitute a state's most effective
defence against adversarial narratives.

5. Institutional Frameworks For Transnational Media Security

The effective implementation of strategic PR approaches to information security requires supportive institutional
frameworks at both national and international levels. This section examines the principal institutional architectures
currently operative in the transnational media security domain, assessing their comparative strengths and
limitations.

At the supranational level, the European Union has developed the most comprehensive institutional framework
for addressing information security through communicative means. The EU's Action Plan against Disinformation
(2018), the Code of Practice on Disinformation (2018, revised 2022), the Digital Services Act (2022), and the
European Democracy Action Plan collectively constitute a multi-layered regulatory and communicative
architecture designed to address information threats across the full spectrum from platform governance to public
education. The strengths of this framework lie in its institutional depth, its normative grounding in democratic
values, and its capacity to mobilise the regulatory authority of the world's largest single market.

NATO's Strategic Communications Centre of Excellence (StratCom COE), established in Riga in 2014, provides
an important complement to the EU's primarily regulatory approach, focusing on operational and analytical
capacities for countering adversarial information operations. The Centre's programme of applied research,
exercises, and professional development has made a substantial contribution to the development of shared
conceptual frameworks and operational protocols among Alliance members.

At the national level, significant variation exists in the institutional approaches adopted by democratic states. The
Scandinavian model, exemplified by Finland, Sweden, and Norway, integrates information security into a
comprehensive framework of 'total defence,' combining military, governmental, civil society, and media sector
capacities in a coordinated national resilience architecture. By contrast, states with more fragmented media
governance frameworks and weaker traditions of public service broadcasting have demonstrated greater
vulnerability to sustained information operations.

The institutional landscape is further complicated by the pivotal role of major technology platforms, whose
algorithmic and content moderation decisions exercise profound influence over information security outcomes.
The ongoing negotiations over platform governance — encompassing content moderation standards, advertising
transparency requirements, and algorithmic accountability mechanisms — represent a critical frontier in the
institutional politics of transnational media security.
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A key analytical finding of this comparative assessment is that institutional effectiveness in the information
security domain is strongly correlated with the degree of genuine multistakeholder integration achieved by
national and supranational frameworks. Systems that effectively mobilise governmental, civil society, media
sector, and technology company capacities in coordinated and mutually reinforcing configurations consistently
outperform those relying on any single sector or institutional actor.

6. Conclusions And Policy Recommendations

This article has sought to advance the theoretical and practical understanding of strategic PR as an instrument of
information security in the transnational media space. By situating PR strategies within a theoretically integrated
framework drawing on agenda-setting theory, mediatisation studies, and security studies, and by grounding the
analysis in documented cases and comparative institutional assessment, the study has developed a set of
conclusions with both academic and policy significance.

The first principal conclusion is that information security in the transnational media space is fundamentally a
communicative challenge, requiring communicative solutions. Technical measures — cybersecurity protocols,
content moderation algorithms, and platform architecture modifications — are necessary but insufficient
conditions for communicative resilience. The epistemic and normative dimensions of information security, which
concern the production, circulation, and reception of meaning, demand strategic communicative responses of
commensurate sophistication.

The second conclusion is that effective strategic PR for information security must be proactive, multidimensional,
and institutionally embedded. Reactive crisis communication, while essential, represents a second line of defence.
The primary strategic imperative is the construction of communicative environments — characterised by high
levels of institutional credibility, media literacy, and critical information consumption — that are inherently
resistant to adversarial manipulation.

The third conclusion is that transnational information security challenges require genuinely transnational
solutions. The jurisdictional fragmentation of the global media space, and the asymmetric advantages that it
confers on adversarial actors unconstrained by national legal frameworks, render purely national strategic PR
approaches structurally inadequate. Effective responses demand multilateral cooperation, shared analytical
frameworks, and coordinated communicative strategies developed through sustained institutional collaboration.

On the basis of these conclusions, this study advances the following policy recommendations:

— Establish dedicated national strategic communication capacities within governmental structures, with explicit
mandates for information security, adequate resourcing, and clear accountability frameworks.

— Invest systematically in comprehensive media and algorithmic literacy programmes, integrated across
educational curricula from early childhood through tertiary and professional education.

— Develop and institutionalise multistakeholder information security coalitions at national and regional levels,
bringing together governmental, media sector, technology company, civil society, and academic actors in
sustained collaborative frameworks.

— Strengthen international regulatory frameworks for platform governance, with particular attention to advertising
transparency, algorithmic accountability, and the application of consistent content moderation standards across
national jurisdictions.

— Integrate information security objectives more systematically into public diplomacy strategies, recognising
communicative credibility and international media cooperation as critical components of national and collective
security.

— Invest in applied research on the effectiveness of strategic PR interventions in information security contexts,
generating the evidence base required for policy-relevant learning and continuous improvement.
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The challenges posed by information operations in the transnational media space will intensify as artificial
intelligence technologies enable the rapid generation of synthetic media content, further complicating the
epistemic landscape. Meeting these challenges will require not only technical innovation, but the sustained
application of the most rigorous and sophisticated strategic communicative capacities available to democratic
institutions. The present study has sought to contribute to the conceptual foundations upon which such capacities
may be built.
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